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Abstract— Anonymous messagetransmission systemsare the
building blocks of several high-level anonymity sewices (e.g e-
payment, e-woting). Therefore, it is essentialto give a theoretically
based but also practically usable objective numerical measure
for the provided level of anonymity. In this paper two entropy-
basedanonymity measueswill be analyzedand someshortcom-
ings of these methods will be highlighted. Finally, source- and
destination-hiding propertieswill be intr oducedfor socalledlocal
anonymity, an aspectre ecting the point of view of the users.

Index Terms—anonymity measure, local anonymity

|. INTRODUCTION

Anonymous messageendingtechniquesde ne a rapidlyn
evolving areain privagy researchSuchmethodsare required
for mary applicationsrangingfrom simple untracablee-mail
communicationto anorymouselectronicvoting and payment
systems.The goal is to transportmessage$rom sendersto
recipients,so that an attacler (rangingfrom simple obseners
to traf c shapingadwersariesranonly guesghe usermessage
relationswith a small probability.

The aim of this paperis to drav attentionto so calledlocal
anorymity. Recentpapershave proposedentrofy asa means
of measuringhe performanceof differentsystems Although
global anorymity (i.e. how mary potential candidatesthe
adwersaryhasto considerandwhatis their generaldistribution
) can be quanti ed this way, the users point of view is
someavhatdifferent:“l amonly interestedn my own messages
andthey shouldnot be linked to me underary circumstances
with a probability greaterthana giventreshhold”.In response
to this we shouldratherfocus on the worst casescenariofor
a given message.

Anotherkey issueis theaspecbf theuserde nedtreshhold
This is a calibration metric, like Quality-of-Servicethat a
systemshouldsatisfywhenproviding anorymity servicesThe
aim in this paperis to clearly highlight the problem - the
difference betweenlocal and global anorymity — and give
someexamplesolutions.

Althoughonecan nd several systemsn theliterature([1],
[2], [3]), eachyear newer and newer solutionsare published
([4], [5])- In orderto objectively comparethem, appropriate
theoreticalmeasuresre required.Anotherimportantrequire-
ment of the practical usability of such measuress that the
measureshould be easyto understandnot only by experts
but also by users.The goal of the authorsis to introduce
source-hidingproperty for measuringsenderanorymity and

destination-hidingproperty for recipient anorymity and to
comparethemwith existing measures.

A. Local vs. Global Anonymity

Serjante & Danezis[6] and D'az et al [7] proposed
two similar informationtheory-base@norymity measuresBy
usingtheentropy of the attacler's probability distribution, they
guanti ed how mary bits of information an adwersaryneeds
in orderto perfectly matcha messagdo the respectie user
This approach(later referredto as as global measure)aims
to quantify the effort that is neededto totally compromize
messageg(In the worst casemissingbits of information can
be substitutedwith bruteforce, wherethe requirednumberof
stepsis the power of two.)

On the other hand, in this paperwe argue that another
approach— using the maximal probability as a measure—
focusesbetter on the local aspectof anorymity. From the
users'point of view this is more important,becausdahey are
interestedonly in their own messagesnd the probability of
being compromized.

B. Outline of the Paper

In Sectionll. we brie y introducepreviouswork in the eld
of anorymity measuresandthenanalyzethe shortcomingsof
theseapproachesn Sectionlll. In SectionlV. the proposed
source-and destination-hidingpropertieswill be introduced.
We will show that they representvorst-caseanorymity mea-
sures,mainly focusingon the local aspectof the users view.
Finally the analysisof a continuoustime system(the PROB-
channelxlosesthe papemwith the calculationgor the different
anorymity metrics,which have beenintroduced.

Il. BACKGROUND

This sectiongives a short introductionto the background
of measuringanorymity. First let the informal summary of
an anorymousmessagéeransmissiorsystemfollow. This will
de ne the terms and expressionswe are going to use in
this paper Later in this sectiondifferentpreviously published
entropy-basedanorymity measuresvill be described.

A. AnonymoudMessae-sendingScenario

In an anorymous message-sendingcenariowe have the
following setting: sendes sendmessges to recipientsusing
the intermediateanonymousmessge transmissionsystem
This anorymous messageransmissionsystem cyptographi-
cally transforms delaysand mixesthe messagesentby the



sendersaccordingto the implementedalgorithm and eventu-
ally deliversthemto the recipients.

On the other hand there is an advesary, who may see
messagesentby the sendersand also thosedeliveredto the
recipientsHis aimis to matchthedeliveredonesto thesenders
(accoringto [8] in this casesendernorymity is compromized)
or the sentmessage$o the recipients(recipientanorymity).

In orderto renderthe effors of the adwersarymoredif cult,
the partiesusediffent encryptionalgorithms,uniformly sized
messagesnd dummytrafc [9].

Consideringthe adwersary different attacler models can
be taken into account:mighty onesmay perceve the whole
network at all times, whereasa less pessimisticapproach
may considerattaclers with limited accessto a fraction of
the whole network. Another importantaspectis whetherthe
adwersary is active (i.e. may delay create,delete or alter
messagespr only passie (i.e. can only easesdrop).When
calculatingthe level of anorymity provided by a systemit is
animportantaspecto noteagainstwhatkind of adwersarythe
metricshold.

Furthermorewe assumethat the adwersary performs a
probabilistic attack: he computesprobabilities that indicate,
to what extent messagesorrespondo sendersor recipients
accordingto his knowledge.Finally the adwersarymarksthe
mostprobablesender/recipierdshis guessediserfor acertain
message.

B. AnonymityMeasues

Basedon the modelof ananorymousmessagéransmission
systemthe de nition of anorymity was given by P tzmann
and Kohntoppl[8]:

Anonymity is the state of being not identi able
within a setof subjectsthe anonymityset

[.-]

Anonymity may be de ned as the unlinkability of
anlOI* andanidenti er of a subject.

The rst publications aiming to quantify the level of
anorymity provided by the describedsystemsusedthe size
of the anorymity set as the measure(e.g. [3]). Since the
probabilities might not be uniformly distributed, the size of
the setdoesnot perfectlyre ect the achiezed anorymity asit
was pointedout with the practicalexampleof the pool mix in
[10].

Basedon the above obsenation Serjante & Danezisin-
troducedentropy for measuringanorymity [6]. They usedthe
following model:

De nition 1. Given a model of the attacler and a
nite setof all users ,letr 2 R bearolefor auser
(R=f sendeyr recipient) with respectto a message
M . Let U betthe attacler's a-posterioriprobability
of usersu 2  having theroler with respecto M .

With this in mind the measurdor both senderandrecipient
anorymity was de ned asfollows:

Llitem Of Interest,i.e. a message

De nition 2: TheeffectivesizeS of anr anorymity
probability distribution U is equalto the entrogy of
the distribution. In otherwords
X
S=

Pu 109, pu 1)

u2

wherepy = U(u;r).

In the rest of the paperthis anorymity measurewill be
referredto asthe simpleentropy measure.

D’az et al. followed a slightly different(extended)approach
[7], whereasthey only consideredsenderanorymity. Let A
representhe anorymity setof a certainmessagéM , i.e. A =
fujlu2 ) ~(pu > 0)g. Furthermordet N bethe sizeof the
anorymity set,i.e.N = jAj. Theirde ntion wasthefollowing:

De nition 3: The degreeof anorymity provided by
a systemis de ned by

H(X)

d= Ho

)

For the particularcaseof one userwe assumed to
be zero.

With the symbolsde ned above H(X) = S andHy =
log, N. We will refer to this measureas the normalized
entopy measure.

In both casesO meansabsolutelyno anorymity (i.e. the
attacler knows with 100% the senderof a message)ln the
simpleentropy casemaximalanorymity is achiezedwhenS =
log, N andwith normalizedentrory whend = 1.

I1l. SHORTCOMINGS OF EXISTING ANONYMITY
MEASURES

In the following the previously introducedentropy based
measureswill be evaluatedand some shortcomingswill be
pointedout:

For both measuregwo probability distributions will be

given that have the samelevel of anorymity according
to the respectie measure put practically provide very

differentanorymity consideringthe local aspect,.e. the

worst casefor one particularuser

It will be showvn thatnon-desirablesystemscanapproach
optimalsystemsaccordingo theentropy basedneasures.

A. SimpleEntropy

Recall that accoringto the measureof simple entrogy the
level of anorymity is givenby S, see(1). First, two distribu-
tions will be shovn that have the sameentropy but behae
remarkably differently consideringthe provided anorymity
from oneusers point of view.

Now let's de ne the following two anorymity systems:

1) In the rst systemthe probability distribution (D) is
uniform amongm users,i.e.D1: py = +
2) In the secondsystemwe have a different distribution
(D) amongn usersifor the sale of the examplefor the



TABLE |
CORRESPONDING N-m VALUES YIELDING THE SAME AMOUNT OF SIMPLE

ENTROPY
[(m ] n [ S |
10 | 26 [ 3.3219
20 | 101 | 4.3219
50 | 626 | 56439
100 | 2501 | 6.6439

actualsenderthe probability is 50% and the othersare
uniformly distributed 2. This yields the following:

) 0:5 for the actualsender
D2 . pu = 0:5 .
-3 Otherwise.

Now let's choosem andn so that the resultingentropy is
the same.For this we have to solve S§' = Sf_, which is
expandedin the following equation:

milo 1.
m o %m =
0:5 0:5
(n 1)n—1 log, — + 0:5log, 0:5 €))
The resultcanbe seenin (4):
m2
= —+1 4
" (4)

Someexample numericalvaluesare shovn in Tablel. In
orderto visualizethe problem,let's have alook at the example
with m = 20. Accordingto the de nitions in sucha system
with uniformly distributed probabilities(D 1) the attacler has
5% (i.e. py = % = 0:05) chanceto guessthe senderof a
messageThis systemprovides anorymity with S = 4:3219
bits.

On the other hand, let's have a look at the secondsystem
(D). Herefor eachdeliveredmessag¢he attacler knows that
a particularsendersentthe messageavith 50% certainty and
another100 senderscould have sentit with 0.5%.

Thetwo systemgtlearly performdifferently consideringhe
local aspecbf anorymity, but have the samevaluewith simple
entropy. With D, distribution statistically seenon the long
term an attacler canguessthe senderf a messagevery 20"
time correctly whereaswith D, distribution he is going to
successfullyguessthe senderof every secondmessage.

The secondpoint to show is that non-desirablesystemscan
achieve anarbitrarily high entrogy. From (1) and(4) it is clear
thatfor anarbitraryvalueof S acorrespondindp , distribution
canbe constructedwheren = 45 1+ 1.

Summarized,the main problem with this entropy based
measureds thatit tries to quantify the amountof information
that is requiredto breaktotally the anorymity of a message,
i.e. to de nitely identify actualsenderof a messageHowever
in practicewe have to consideran attacler successfuljf he
canguessthe senderof someselectedmessagesvith a good

2The concrete probability of 0.5 was chosenin order to simplify the
resultingequations.

probability, in speci ¢ casessigni cantly greaterthanin the
caseof the uniform distribution (i.e. py Ni).

B. NormalizedEntropy

To demonstratesimilar shortcomingsof the normalized
entropy measurerst we shov two systemswith the same
valueof d, howeverwith remarkablydifferentlocal anorymity.
Due to the normalizationwe have to notice that following
from the de nition of d in orderto obtainthe sameresultsfor
the two constructionghe quotientof the entropy andthe the
logarithm of the anorymity setsize shouldremainthe same.
This canbe achieved in the easiestway by having the same
entropy aswell asthe sameanorymity setsize.

For demonstratiopurposedet's considerthe following two
systems:

1) In the rst systemwe have the distribution (D7) known
from the previous example: n usersare involved; for
the actualsenderthe probability is 50% and the others
are uniformly distributed. This yields the following

distribution:
] 0:5 for the actualsender
D2- pu = 0:5 .
=~ Otherwise.

2) In the secondcasewe have a new distribution (D 3):
therearen usersaswell, x of themhaving a probability
P, and n x of them with probability Pg. The
characteristicparameterdor such a distribution are x
andPs, beingthe sumof the P, probabilitiesof the x

users.The following distribution is given this way:

(
Daip = PAT Ps  for thex users,
3 Pu Pg = LB otherwise.

This seconddistribution can be explained as follows:
with Ps probability the senderof the messages the
memberof a sub-anogmity-set Ax with x members
anduniformly distributedprobabilitiesP, . On the other
handwith 1 Ps probabilitythe sendeiof themessagés
thememberof the othersub-anogmity-setAg with n
x membersand also uniformly distributed probabilities
Ps .
In orderto nd suitabledistributionsthe equationbelon has
to be solved (notice that for the distribution D, the entrogy
was caluglatedin 3):

(n

i
D7 l0g; 7+ + 05log; 05
log, n
+
[xPa log, Pa | (En (5)
dn

It is clear that for this scenariowe have three variables:
n, x and Ps. For apconcreteexample,x was chosedto be
x= T, wherem =" 4n 4 (see(4)) andthe respectie Ps
was calculated(seeTable ll).

To imaginethe two systems]et's look at the casem = 20.

With this we getananorymity setA with n = 101 users.For

x)Pg log, Ps]




TABLE I
CORRESPONDINGN-X-Pg VALUES YIELDING THE SAME NORMALIZED

ENTROPY
(m [ n [x] Ps [ Pa [ Ps [ d ]
10 25 5 | 0.832213]| 0.166442| 0.007989 | 0.706727
20 101 | 10 | 0.865184 | 0.086518| 0.001481| 0.649112
50 626 | 25 | 0.890594 | 0.035623| 0.000182| 0.607518
100 | 2501 | 50 | 0.903463| 0.018069| 0.000039| 0.588561

Fig. 1. d asa functionof n with distribution D9

both systemghe normalizedentrogy givesd = 0:649112asa
measureor the anorymity.

In caseof the rst system(D ) for the actualsenderof the
messag®, = 0:5, thusthe attacler knows with 50% certainty
of the senderfor the other50% he has100 possibleuserswith
0.5% certaintyuniformly distributed.

On the other hand for the secondsystem(D3) we have
two sub-anogmity-sets. For Ay we have 10 users with
probabilities Py of roughly 8.7%, yielding togetherPs of
87%. Furthermorewe have the other sub-anogmity-setAg,
consistingof 91 userswith anoverall probability of about13%
uniformly distributedin quantitiesof 0.15%asPg .

Anotherimportantpoint is to showv that non-desirablesys-
temsexist in arbitrarily small vicinity of the optimald = 1.
For this let's considera slightly modi ed versionof the D,
distribution that we will referto asD$. In this distribution n
usersareinvolved;for theactualsendetheprobabilityis z and
the othersare uniformly distributed. This yields the following:

z for the actualsender
1

2 .
i otherwise.

DY:py =

The degreeof anorymity providedaccordingto the normal-
ized entropy is asfollows:

zlog,z+ (n 1)1-Z%log, 22

d=

(6)

After analyzingd asa function of n (asseenon Fig. 1) we
candeterminethe following:
With oneuserd = 0 is trivial.
With % usersd = 1is maximal.This is evidentasin this
casewe have uniform distribution.
Finally it canbe proventhatlimp;
ontheintenal 1;1 d>1 z.

log, n

d=1 2z andthat

Fig. 2. Messagesendingwith the anorymousmessagdransmissiorsystem
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With the abore in mind we canseethatevenwith a system,
wheren % the degreeof anorymity is above the treshhold,
i,e.d> 1 z, thussystemscan get arbitrarily closeto the
optimald = 1 andyet they arenon-desirablén the sensehat
there are userswhoselevel of local anorymity is above an
acceptablerobability.

IV. LoCcAL ANONYMITY MEASURE

In the previous section shortcomingsof the information
theory basedglobal anorymity metrics were evaluated. In
thosecasest wasquanti ed, how muchadditionalinformation
an attacler needsin order to de nitely identify the user
correspondingo the messagéi.e. its senderor recipient).

On the contraryour argumentis that an attacler is already
successfulf he canguesstheselinks with a good probability
(thatis over a certainacceptablgreshhold).

Before de ning local anorymity measuresthe usedterms
will be introduced.In the analyzedsystemsendes (s; 2 S)
transmitencryptedsentmessges( ; 2 "s) to theanorymous
transmissionsystem. After transforming (re-encoding)and
delaying them the deliveled messges ( k 2 "r) reachthe
recipients(seeFig. 2.). Time of sendings indicatedoy ts( ),
similarly time of receiptis tgr( k). Senderof a sentmessage
is denotedby S( j) andthe recipientby R( ).

The adwersaryhastwo aims:to breaksenderanorymity by
computingthe probabilitiesP , .5, (i.e. whatis the probability
that x wassentby s)) andto breakrecipientanorymity by
computingP ., (i.e.r| receved ;).

For this scenarioin [5] the destination- and source-
hiding propertieswere de ned for senderand recipientlocal
anorymity.

De nition 4: A systemis souice-hidingwith parameter
if the adwersarycannotassigna sendeito a deliveredmessage
with a probability greaterthan , i.e. if

8 k83| (P kSI ) (7)

holds.
De nition 5: A systemis destination-hidingvith parameter
if the adwersarycannotassigna recipientto a sentmessage
with a probability greaterthan , i.e. if

8 j8r| P (8)

isr

holds.

It is important to note that one cannot draw grounded
conclusionsaboutthe local anorymity from global anorymity
measuresas it was shawvn in the previous section (i.e. for



arbitrarily high global anorymity systemswith non-desirable
local anorymity exist, where in the worst casethe identity

of some users can be guessedwith an unacceptablybig

probability).

Onthe contrarywe will show thatfrom the local anorymity
measuresve candrav conclusionsfor the global anorymity
meausresas well. In the following we will deduceresults
for the senderanorymity from the source-hidingproperty
but sinceit is symmetricfor the destination-hidingproperty
similar equationscan be stated as well for the recipient
anorymity.

Theoem1: For asystemwith sourcehiding propertywith
parameter theinequality below holds:

S log, 9)
Informally this theoremmeansthat a systemof source-hiding
property with parameter is in the global senseat leastas
strong as a systemwith L usersand uniformly distrbuted
probabilities.

Proof: First from the de nition (7) it follows
that 8,, (0< py 1). Therefore since the loga-
rithm function is monotonic in the intenal (0;1) )

8uz (logzpy log, ) ) 8u2 ( log, pu log, ) .
With this (1) canbe rewrit;gzn:
S = Pu l0g, pu
¥
pu log,
u2 X
= log, Pu
u2
= log,

[ |

With the combinationof (2) and(9) a lower limit to d can
be given aswell:

d logy

S log, _
log, N log, N — logy

V. ANALYSIS OF THE PROB-CHANNEL

The PROB-channelis an examplefor an anorymousmes-
sagetransmissiorsystemintroducedin [5]. In orderto shav
how the introduced anorymity metrics work with practical
anorymity systemsin this sectionthe PROB-channelwill be
introducedandits anorymioty level will be analyzed.

A. Brief De ntion of the PROB-channel

The PROB-channelis a continuoustime system,where
messageareprocesseddependentlyOncea messagenters
thechanneladelaywill becalculatedor it andafterthattime
haspassedhe messagdeaves. This delay in the systemis
@Probabilityvariablewith a given densityfunctionf ( ) (i.e.

o f()d = 1).In orderto guaranteeeal-timeprobabilities,
the delay in the PROB-channelhas a pre-de ned maximum
( max). On the otherhandconsideringreal systemsa minimal
delay ( min) Wasalsode ned:

8 62 min; maX)f( ): 0

(10)

asd =

(11)

In orderto simplify further equationsrst two setsneedto
be de ned. With |, the setof sentmessagess meantthat
might have left the channelas  (12), whereas ., denotes
the subsetof , , which was sentby the speci ¢ senders,

(13).
=P IR(C k) ma) < ts( ) <
(tR( k) min)g (12)
wer = FiC5 2 )M (S( ) = s)g (13)

B. The Attacker Model — A PassiveObserver

As an attacler model let's considera passie obsener: he
can eavesdropon all connectionsut doesnot alter, deleteor
delay messgaes.

Aim of the passie obsenrer is to link deliveredmessagew®
the sendersby computingthe probabilitiesP , .s,. The most
effective solutionis summarizedn (14):

P f
D j2 S| (tR( k)

o fR(0

ts( )

P = ts( )

(14)

Of coursethe attacler chooses; asthesenderffor ¢ where
Si = max, P s, .

C. Methodsto Ensue Local Anonymity

It it clear from (14) that in the general case no hard
guaranteeanbegivenaboutP , 5, . Themainproblemcomes
from the real-timerequirementieven if only one messagés
in the channeljt hasto be deliveredbeforethe maximaldelay
expires. Thusin unfortunatecasesthe adwersaryhasan easy
task.

In order to ensurethat there are enough messageso
form a sufciently large anorymity setfor eachmessagehe
only solutionis to enforcecontinuousmessagesending.The
MIX/MAX propertywas de ned for this purpose.

De nition 6: A systenful lls thecriteriaof the MIX/IMAX
propertywith parametersmin and max ( min < max < max) if
all sendersendat leastonemessagén every max interval but
no sendersendsmore thanone messagén ary nn interval.

With the above de niton the amountof messagesan be
ne-tuned and also the fraction, a speci ¢ userreachesrom
the whole amountof messages;an be set. It was shavn in
[5] thatwith the MIX/MAX propertylocal anorymity canbe
ensuredsee(15) for the source-hidingoroperty

ri‘:Tin ma&' l) min i minf (q)
P

. (15)
N o " Ming 1) e g i e (@

max___min e
min

where max= b%ﬁxminc and pin=d



D. The Optimal System With this paper the importanceof the local aspectwas

Sticking to the real-time guaranteeif was proven that the ~underlinedandvia a practicalexampleof the PROB-channel
optimal delay characteristicss achieved if the channeluses enlightend. Future work should be carried out in order to
the uniform densityfunction (16). analyzeother practicalsolutionsaswell from this local point

of view.
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V1. CONCLUSION
The main focus of this paperwas to introduce the term
local anorymity and appropriatemetricsfor measuringt: the
source-and destination-hidingproperties.Previous informa-
tion theory basedanorymity measuresimedto quantify the
numberof bits requiredby an adwersaryto completelytrace
back a messageOn the contrary we argue that an attacler
is alreadysuccessfulf he can compromizemessagesvith a
probability above a certain treshholdfor some of the users
— which from the local aspectof the usersis unacceptable,
however possiblein unfortunatecasesof entropy-basedylobal
anorymity measures.



