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Abstract— Anonymous messagetransmission systemsare the
building blocks of several high-level anonymity services (e.g. e-
payment,e-voting). Therefore, it is essentialto give a theoretically
based but also practically usable objective numerical measure
for the provided level of anonymity. In this paper two entropy-
basedanonymity measureswill be analyzedand someshortcom-
ings of these methods will be highlighted. Finally, source- and
destination-hiding propertieswill be intr oducedfor socalled local
anonymity, an aspectre�ecting the point of view of the users.

Index Terms— anonymity measure, local anonymity

I . INTRODUCTION

Anonymousmessagesendingtechniquesde�ne a rapidlyn
evolving areain privacy research.Suchmethodsare required
for many applicationsrangingfrom simple untracablee-mail
communicationto anonymouselectronicvoting and payment
systems.The goal is to transportmessagesfrom sendersto
recipients,so that an attacker (rangingfrom simpleobservers
to traf�c shapingadversaries)canonly guesstheuser-message
relationswith a small probability.

Theaim of this paperis to draw attentionto so calledlocal
anonymity. Recentpapershave proposedentropy as a means
of measuringthe performanceof differentsystems.Although
global anonymity (i.e. how many potential candidatesthe
adversaryhasto considerandwhatis their generaldistribution
) can be quanti�ed this way, the user's point of view is
somewhatdifferent:“I amonly interestedin my own messages
andthey shouldnot be linked to me underany circumstances
with a probabilitygreaterthana giventreshhold”.In response
to this we shouldratherfocuson the worst casescenariofor
a given message.

Anotherkey issueis theaspectof theuser-de�nedtreshhold.
This is a calibration metric, like Quality-of-Servicethat a
systemshouldsatisfywhenproviding anonymity services.The
aim in this paper is to clearly highlight the problem – the
differencebetweenlocal and global anonymity – and give
someexamplesolutions.

Althoughonecan�nd severalsystemsin the literature([1],
[2], [3]), eachyear newer and newer solutionsare published
([4], [5]). In order to objectively comparethem, appropriate
theoreticalmeasuresare required.Another importantrequire-
ment of the practical usability of such measuresis that the
measureshould be easy to understand,not only by experts
but also by users.The goal of the authors is to introduce
source-hidingproperty for measuringsenderanonymity and

destination-hidingproperty for recipient anonymity and to
comparethemwith existing measures.

A. Local vs. Global Anonymity

Serjantov & Danezis [6] and D�́az et al [7] proposed
two similar informationtheory-basedanonymity measures.By
usingtheentropy of theattacker'sprobabilitydistribution,they
quanti�ed how many bits of information an adversaryneeds
in order to perfectly matcha messageto the respective user.
This approach(later referredto as as global measure)aims
to quantify the effort that is neededto totally compromize
messages.(In the worst casemissingbits of information can
be substitutedwith bruteforce,wherethe requirednumberof
stepsis the power of two.)

On the other hand, in this paper we argue that another
approach– using the maximal probability as a measure–
focusesbetter on the local aspectof anonymity. From the
users'point of view this is more important,becausethey are
interestedonly in their own messagesand the probability of
beingcompromized.

B. Outline of the Paper

In SectionII. we brie�y introducepreviouswork in the�eld
of anonymity measuresand thenanalyzethe shortcomingsof
theseapproachesin SectionIII. In SectionIV. the proposed
source-and destination-hidingpropertieswill be introduced.
We will show that they representworst-caseanonymity mea-
sures,mainly focusingon the local aspectof the user's view.
Finally the analysisof a continuoustime system(the PROB-
channel)closesthepaperwith thecalculationsfor thedifferent
anonymity metrics,which have beenintroduced.

I I . BACKGROUND

This sectiongives a short introduction to the background
of measuringanonymity. First let the informal summaryof
an anonymousmessagetransmissionsystemfollow. This will
de�ne the terms and expressionswe are going to use in
this paper. Later in this sectiondifferentpreviously published
entropy-basedanonymity measureswill be described.

A. AnonymousMessage-sendingScenario

In an anonymous message-sendingscenariowe have the
following setting: senders sendmessages to recipientsusing
the intermediateanonymousmessage transmissionsystem.
This anonymous messagetransmissionsystemcyptographi-
cally transforms, delaysand mixesthe messagessentby the



sendersaccordingto the implementedalgorithm and eventu-
ally deliversthemto the recipients.

On the other hand there is an adversary, who may see
messagessentby the sendersand also thosedeliveredto the
recipients.His aimis to matchthedeliveredonesto thesenders
(accoringto [8] in thiscasesenderanonymity is compromized)
or the sentmessagesto the recipients(recipientanonymity).

In orderto rendertheeffors of theadversarymoredif�cult,
the partiesusediffent encryptionalgorithms,uniformly sized
messagesanddummytraf�c [9].

Consideringthe adversary different attacker models can
be taken into account:mighty onesmay perceive the whole
network at all times, whereasa less pessimisticapproach
may considerattackers with limited accessto a fraction of
the whole network. Another importantaspectis whetherthe
adversary is active (i.e. may delay, create,delete or alter
messages)or only passive (i.e. can only eavesdrop).When
calculatingthe level of anonymity provided by a systemit is
an importantaspectto noteagainstwhatkind of adversarythe
metricshold.

Furthermorewe assumethat the adversary performs a
probabilistic attack: he computesprobabilities that indicate,
to what extent messagescorrespondto sendersor recipients
accordingto his knowledge.Finally the adversarymarksthe
mostprobablesender/recipientashisguesseduserfor acertain
message.

B. AnonymityMeasures

Basedon themodelof ananonymousmessagetransmission
systemthe de�nition of anonymity was given by P�tzmann
andKöhntopp[8]:

Anonymity is the state of being not identi�able
within a setof subjects,the anonymityset.
[...]
Anonymity may be de�ned as the unlinkability of
an IOI1 andan identi�er of a subject.

The �rst publications aiming to quantify the level of
anonymity provided by the describedsystemsusedthe size
of the anonymity set as the measure(e.g. [3]). Since the
probabilitiesmight not be uniformly distributed, the size of
the setdoesnot perfectlyre�ect the achieved anonymity as it
waspointedout with thepracticalexampleof the pool mix in
[10].

Basedon the above observation Serjantov & Danezisin-
troducedentropy for measuringanonymity [6]. They usedthe
following model:

De�nition 1: Given a model of the attacker and a
�nite setof all users	 , let r 2 R bea role for a user
(R=f sender, recipientg) with respectto a message
M . Let U bet the attacker's a-posterioriprobability
of usersu 2 	 having therole r with respectto M .

With this in mind themeasurefor bothsenderandrecipient
anonymity wasde�ned as follows:

1Item Of Interest,i.e. a message

De�nition 2: TheeffectivesizeS of anr anonymity
probability distribution U is equalto the entropy of
the distribution. In otherwords

S = �
X

u2 	

pu log2 pu (1)

wherepu = U(u; r ).

In the rest of the paper this anonymity measurewill be
referredto as the simpleentropy measure.

D�́azet al. followeda slightly different(extended)approach
[7], whereasthey only consideredsenderanonymity. Let A
representtheanonymity setof a certainmessageM , i.e. A =
f uj(u 2 	) ^ (pu > 0)g. Furthermorelet N be thesizeof the
anonymity set,i.e.N = jAj . Theirde�ntion wasthefollowing:

De�nition 3: The degreeof anonymity provided by
a systemis de�ned by

d =
H (X )
HM

(2)

For the particularcaseof one userwe assumed to
be zero.

With the symbolsde�ned above H (X ) = S and H M =
log2 N . We will refer to this measureas the normalized
entropy measure.

In both cases0 meansabsolutelyno anonymity (i.e. the
attacker knows with 100% the senderof a message).In the
simpleentropy casemaximalanonymity is achievedwhenS =
log2 N andwith normalizedentropy whend = 1.

I I I . SHORTCOMINGS OF EXISTING ANONYMITY

MEASURES

In the following the previously introducedentropy based
measureswill be evaluatedand someshortcomingswill be
pointedout:

� For both measurestwo probability distributions will be
given that have the samelevel of anonymity according
to the respective measure,but practically provide very
differentanonymity consideringthe local aspect,i.e. the
worst casefor oneparticularuser.

� It will beshown thatnon-desirablesystemscanapproach
optimalsystemsaccordingto theentropy basedmeasures.

A. SimpleEntropy

Recall that accoringto the measureof simple entropy the
level of anonymity is given by S, see(1). First, two distribu-
tions will be shown that have the sameentropy but behave
remarkably differently consideringthe provided anonymity
from oneuser's point of view.

Now let's de�ne the following two anonymity systems:

1) In the �rst systemthe probability distribution (D 1) is
uniform amongm users,i.e. D 1 : pu = 1

m .
2) In the secondsystemwe have a different distribution

(D2) amongn users:for thesake of theexamplefor the



TABLE I

CORRESPONDING n-m VALUES YIELDING THE SAME AMOUNT OF SIMPLE

ENTROPY

m n S
10 26 3.3219
20 101 4.3219
50 626 5.6439
100 2501 6.6439

actualsenderthe probability is 50% and the othersare
uniformly distributed 2. This yields the following:

D2 : pu =

(
0:5 for the actualsender,
0:5

n � 1 otherwise.

Now let's choosem andn so that the resultingentropy is
the same.For this we have to solve Sm

D 1
= Sn

D 2
, which is

expandedin the following equation:

�
�
m

1
m

log2
1
m

�
=

�
�
(n � 1)

0:5
n � 1

log2
0:5

n � 1
+ 0:5 log2 0:5

�
(3)

The result canbe seenin (4):

n =
m2

4
+ 1 (4)

Someexample numericalvaluesare shown in Table I. In
orderto visualizetheproblem,let's have a look at theexample
with m = 20. According to the de�nitions in sucha system
with uniformly distributedprobabilities(D 1) the attacker has
5% (i.e. pu = 1

20 = 0:05) chanceto guessthe senderof a
message.This systemprovides anonymity with S = 4:3219
bits.

On the other hand,let's have a look at the secondsystem
(D2). Herefor eachdeliveredmessagetheattacker knows that
a particularsendersent the messagewith 50% certaintyand
another100 senderscould have sentit with 0.5%.

Thetwo systemsclearlyperformdifferentlyconsideringthe
localaspectof anonymity, but havethesamevaluewith simple
entropy. With D1 distribution statistically seenon the long
term an attacker canguessthesenderof a messageevery 20th

time correctly, whereaswith D 2 distribution he is going to
successfullyguessthe senderof every secondmessage.

The secondpoint to show is thatnon-desirablesystemscan
achieve anarbitrarily high entropy. From(1) and(4) it is clear
thatfor anarbitraryvalueof S acorrespondingD 2 distribution
canbe constructed,wheren = 4S� 1 + 1.

Summarized,the main problem with this entropy based
measureis that it tries to quantify the amountof information
that is requiredto breaktotally the anonymity of a message,
i.e. to de�nitely identify actualsenderof a message.However
in practicewe have to consideran attacker successful,if he
canguessthe senderof someselectedmessageswith a good

2The concreteprobability of 0.5 was chosenin order to simplify the
resultingequations.

probability, in speci�c casessigni�cantly greaterthan in the
caseof the uniform distribution (i.e. pu � 1

N ).

B. NormalizedEntropy

To demonstratesimilar shortcomingsof the normalized
entropy measure�rst we show two systemswith the same
valueof d, howeverwith remarkablydifferentlocalanonymity.
Due to the normalizationwe have to notice that following
from thede�nition of d in orderto obtainthesameresultsfor
the two constructionsthe quotientof the entropy and the the
logarithmof the anonymity set size shouldremainthe same.
This can be achieved in the easiestway by having the same
entropy aswell as the sameanonymity set size.

For demonstrationpurposeslet's considerthefollowing two
systems:

1) In the �rst systemwe have the distribution (D 2) known
from the previous example: n usersare involved; for
the actualsenderthe probability is 50% and the others
are uniformly distributed. This yields the following
distribution:

D2 : pu =

(
0:5 for the actualsender,
0:5

n � 1 otherwise.

2) In the secondcasewe have a new distribution (D 3):
therearen usersaswell, x of themhaving a probability
PA and n � x of them with probability PB . The
characteristicparametersfor such a distribution are x
andPS , beingthe sumof the PA probabilitiesof the x
users.The following distribution is given this way:

D3 : pu =

(
PA = PS

x for the x users,

PB = 1� PS
n � x otherwise.

This seconddistribution can be explained as follows:
with PS probability the senderof the messageis the
memberof a sub-anonymity-set A A with x members
anduniformly distributedprobabilitiesPA . On theother
handwith 1� PS probabilitythesenderof themessageis
thememberof theothersub-anonymity-setA B with n�
x membersandalso uniformly distributedprobabilities
PB .

In orderto �nd suitabledistributionstheequationbelow has
to be solved (notice that for the distribution D 2 the entropy
wascaluclatedin (3)):

�
h
(n � 1) 0:5

n � 1 log2
0:5

n � 1 + 0:5 log2 0:5
i

log2 n
=

� [xPA log2 PA + (n � x)PB log2 PB ]
� log2n

(5)

It is clear that for this scenariowe have three variables:
n, x and PS . For a concreteexample, x was chosedto be
x = m

2 , wherem =
p

4n � 4 (see(4)) andthe respective PS

wascalculated(seeTable II).
To imaginethe two systems,let's look at the casem = 20.

With this we getan anonymity setA with n = 101users.For



TABLE II

CORRESPONDING n-x -PS VALUES YIELDING THE SAME NORMALIZED

ENTROPY

m n x PS PA PB d
10 25 5 0.832213 0.166442 0.007989 0.706727
20 101 10 0.865184 0.086518 0.001481 0.649112
50 626 25 0.890594 0.035623 0.000182 0.607518
100 2501 50 0.903463 0.018069 0.000039 0.588561

Fig. 1. d asa function of n with distribution D 0
2

both systemsthenormalizedentropy givesd = 0:649112asa
measurefor the anonymity.

In caseof the �rst system(D 2) for the actualsenderof the
messagepu = 0:5, thustheattacker knows with 50%certainty
of thesender, for theother50%hehas100possibleuserswith
0.5% certaintyuniformly distributed.

On the other hand for the secondsystem(D 3) we have
two sub-anonymity-sets. For A A we have 10 users with
probabilities PA of roughly 8.7%, yielding togetherPS of
87%. Furthermorewe have the other sub-anonymity-setA B ,
consistingof 91userswith anoverallprobabilityof about13%
uniformly distributed in quantitiesof 0.15%asPB .

Another importantpoint is to show that non-desirablesys-
temsexist in arbitrarily small vicinity of the optimal d = 1.
For this let's considera slightly modi�ed versionof the D 2

distribution that we will refer to asD 0
2. In this distribution n

usersareinvolved;for theactualsendertheprobabilityis z and
theothersareuniformly distributed.This yields thefollowing:

D 0
2 : pu =

(
z for the actualsender,
1� z
n � 1 otherwise.

Thedegreeof anonymity providedaccordingto thenormal-
ized entropy is as follows:

d =
�

�
z log2 z + (n � 1) 1� z

n � 1 log2
1� z
n � 1

�

log2 n
(6)

After analyzingd asa functionof n (asseenon Fig. 1) we
candeterminethe following:

� With oneuserd = 0 is trivial.
� With 1

z usersd = 1 is maximal.This is evidentasin this
casewe have uniform distribution.

� Finally it canbe proven that lim n !1 d = 1� z andthat
on the interval

�
1
z ; 1

�
d > 1 � z.

Fig. 2. Messagesendingwith the anonymousmessagetransmissionsystem

With theabove in mind we canseethatevenwith a system,
wheren � 1

z thedegreeof anonymity is above the treshhold,
i.e. d > 1 � z, thus systemscan get arbitrarily close to the
optimald = 1 andyet they arenon-desirablein thesensethat
there are userswhoselevel of local anonymity is above an
acceptableprobability.

IV. LOCAL ANONYMITY MEASURE

In the previous section shortcomingsof the information
theory basedglobal anonymity metrics were evaluated. In
thosecasesit wasquanti�ed,how muchadditionalinformation
an attacker needs in order to de�nitely identify the user
correspondingto the message(i.e. its senderor recipient).

On the contraryour argumentis that an attacker is already
successfulif he canguesstheselinks with a goodprobability
(that is over a certainacceptabletreshhold).

Before de�ning local anonymity measures,the usedterms
will be introduced.In the analyzedsystemsenders (sl 2 S)
transmitencryptedsentmessages(� j 2 "S ) to theanonymous
transmissionsystem. After transforming (re-encoding)and
delaying them the delivered messages (� k 2 "R ) reach the
recipients(seeFig. 2.).Timeof sendingis indicatedby tS (� j ),
similarly time of receiptis tR (� k ). Senderof a sentmessage
is denotedby S(� j ) and the recipientby R(� k ).

The adversaryhastwo aims:to breaksenderanonymity by
computingtheprobabilitiesP� k ;s l (i.e. what is theprobability
that � k was sentby sl ) and to breakrecipientanonymity by
computingP� j ;r l (i.e. r l received � j ).

For this scenario in [5] the destination- and source-
hiding propertieswere de�ned for senderand recipient local
anonymity.

De�nition 4: A systemis source-hidingwith parameter�
if theadversarycannotassigna senderto a deliveredmessage
with a probability greaterthan � , i.e. if

8� k 8sl (P� k ;s l � �) (7)

holds.
De�nition 5: A systemis destination-hidingwith parameter


 if the adversarycannotassigna recipientto a sentmessage
with a probability greaterthan 
 , i.e. if

8� j 8r l

�
P� j ;r l � 


�
(8)

holds.
It is important to note that one cannot draw grounded

conclusionsaboutthe local anonymity from globalanonymity
measuresas it was shown in the previous section (i.e. for



arbitrarily high global anonymity systemswith non-desirable
local anonymity exist, where in the worst casethe identity
of some users can be guessedwith an unacceptablybig
probability).

On thecontrarywe will show that from thelocal anonymity
measureswe can draw conclusionsfor the global anonymity
meausresas well. In the following we will deduceresults
for the senderanonymity from the source-hidingproperty
but since it is symmetricfor the destination-hidingproperty,
similar equationscan be stated as well for the recipient
anonymity.

Theorem1: For a systemwith sourcehiding propertywith
parameter� the inequalitybelow holds:

S � � log2 � (9)
Informally this theoremmeansthat a systemof source-hiding
propertywith parameter� is in the global senseat leastas
strong as a systemwith 1

� usersand uniformly distrbuted
probabilities.

Proof: First from the de�nition (7) it follows
that 8u2 	 (0 < pu � � � 1). Therefore since the loga-
rithm function is monotonic in the interval (0; 1 ) )
8u2 	 (log2 pu � log2 �) ) 8u2 	 (� log2 pu � � log2 �) .

With this (1) canbe rewritten:

S = �
X

u2 	

pu log2 pu

� �
X

u2 	

pu log2 �

= � log2 �
X

u2 	

pu

= � log2 � :

With the combinationof (2) and(9) a lower limit to d can
be given aswell:

d � � logN � (10)

asd = S
log 2 N � � log 2 �

log 2 N = � logN � .

V. ANALYSIS OF THE PROB-CHANNEL

The PROB-channelis an examplefor an anonymousmes-
sagetransmissionsystemintroducedin [5]. In order to show
how the introducedanonymity metrics work with practical
anonymity systemsin this sectionthe PROB-channelwill be
introducedand its anonymioty level will be analyzed.

A. Brief De�ntion of the PROB-channel

The PROB-channel is a continuoustime system,where
messagesareprocessedindependently. Oncea messageenters
thechannel,a delaywill becalculatedfor it andafterthat time
haspassedthe messageleaves.This delay � in the systemis
a probability variablewith a given densityfunction f (� ) (i.e.R1

0 f (� )d� = 1). In orderto guaranteereal-timeprobabilities,
the delay in the PROB-channelhas a pre-de�ned maximum
(� max). On the otherhandconsideringreal systemsa minimal
delay (� min) wasalsode�ned:

8� 62( � min;� max) f (� ) = 0 (11)

In order to simplify further equations�rst two setsneedto
be de�ned. With � � k the set of sentmessagesis meantthat
might have left thechannelas� k (12), whereas� � k ;s l denotes
the subsetof � � k , which was sentby the speci�c sendersl

(13).

� � k = f � j j (tR (� k ) � � max) < tS (� j ) <

(tR (� k ) � � min)g (12)

� � k ;s l = f � j j(� j 2 � � k ) ^ (S(� j ) = sl )g (13)

B. TheAttacker Model – A PassiveObserver

As an attacker model let's considera passive observer: he
caneavesdropon all connectionsbut doesnot alter, deleteor
delaymessgaes.

Aim of thepassive observer is to link deliveredmessagesto
the sendersby computingthe probabilitiesP� k ;s l . The most
effective solution is summarizedin (14):

P� k ;s l =

P
� j 2 � � k ;s l

f (tR (� k ) � tS (� j ))
P

� j 2 � � k
f (tR (� k ) � tS (� j ))

(14)

Of coursetheattacker choosessi asthesenderfor � k where
si = maxsl P� k ;s l .

C. Methodsto Ensure Local Anonymity

It it clear from (14) that in the general case no hard
guaranteecanbegivenaboutP� k ;s l . Themainproblemcomes
from the real-timerequirement:even if only one messageis
in thechannel,it hasto bedeliveredbeforethemaximaldelay
expires.Thus in unfortunatecasesthe adversaryhasan easy
task.

In order to ensure that there are enough messagesto
form a suf�ciently large anonymity set for eachmessagethe
only solution is to enforcecontinuousmessagesending.The
MIX/MAX propertywasde�ned for this purpose.

De�nition 6: A systemful�lls thecriteriaof theMIX/MAX
propertywith parameters� min and� max (� min < � max < � max) if
all senderssendat leastonemessagein every � max interval but
no sendersendsmore thanonemessagein any � min interval.

With the above de�niton the amountof messagescan be
�ne-tuned and also the fraction, a speci�c userreachesfrom
the whole amountof messages,can be set. It was shown in
[5] that with the MIX/MAX propertylocal anonymity canbe
ensured,see(15) for the source-hidingproperty.

� =

P � min
i =1 max( i � 1) � � min� q� i � � minf (q)

N �
P � max

i =1 min( i � 1) � � max� q� i � � maxf (q)
(15)

where� max = b� max� � min
� max

c and � min = d� max� � min
� min

e.



D. TheOptimal System

Sticking to the real-time guaranteeif was proven that the
optimal delay characteristicsis achieved if the channeluses
the uniform densityfunction (16).

f (� ) =
1

� max � � min
(16)

It is interestingto note that by changingthe guaranteed
maximaldelayto a softermeandelayof a andenablingeven
in�nite delays(of coursewith small probability) anotherden-
sity functionprovesto be theoptimal,namelytheexponential
one(17) as�rst proposedby Kesdoganet al. for theSG-MIX
[11] and thenproven to be optimal by Danezis[12].

f (� ) =
1
a

e� 1
a � (17)

E. Quanti�ed Anonymityof the PROB-channel

In the optimal case of uniform delay density (16) and
MIX/MAX property (15) the local anonymity can be guar-
anteedef�ciently . If N � � max

� min
then the following equation

givesa goodapproximation:

� �
� max

N � � min
(18)

Using results (9) and (10) from the previous section the
following guaranteescanbe given for the global anonymity:

S � � log2 �

= log2 N � log2
� max

� min
(19)

d � � logN �

= 1 � logN
� max

� min
(20)

From these results it is clear that the main calibration
possibility of the PROB-channelis the fraction � max

� min
. It is

obvious that if � max = � min then an overall optimum can be
reachedwherethe anonymity setof eachmessageis maximal
and the probabilitiesP� k ;s l are uniformly distributed among
all possiblesenders:

P� k ;s l =
1
N

(21)

VI . CONCLUSION

The main focus of this paper was to introduce the term
local anonymity andappropriatemetricsfor measuringit: the
source-and destination-hidingproperties.Previous informa-
tion theory basedanonymity measuresaimedto quantify the
numberof bits requiredby an adversaryto completelytrace
back a message.On the contrary we argue that an attacker
is alreadysuccessfulif he can compromizemessageswith a
probability above a certain treshholdfor someof the users
– which from the local aspectof the usersis unacceptable,
however possiblein unfortunatecasesof entropy-basedglobal
anonymity measures.

With this paper the importanceof the local aspectwas
underlinedandvia a practicalexampleof the PROB-channel
enlightend.Future work should be carried out in order to
analyzeotherpracticalsolutionsaswell from this local point
of view.
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