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Abstract

An increasing number of countries and companies rou-
tinely block or monitor access to parts of the Internet.
To counteract these measures, we propose Infranet, a sys-
tem that enables clients to surreptitiously retrieve sensitive
content via cooperating Web servers distributed across the
global Internet. These Infranet servers provide clients ac-
cess to censored sites while continuing to host normal un-
censored content. Infranet uses a tunnel protocol that pro-
vides a covert communication channel between its clients
and servers, modulated over standard HTTP transactions
that resemble innocuous Web browsing. In the upstream
direction, Infranet clients send covert messages to Infranet
servers by associating meaning to the sequenceof HTTP
requests being made. In the downstream direction, Infranet
servers return content by hiding censored data in uncen-
sored images using steganographic techniques. We describe
the design, a prototype implementation, security properties,
and performance of Infranet. Our security analysis shows
that Infranet can successfully circumvent several sophisti-
cated censoring techniques.

1 Introduction

The World Wide Web is a prime facilitator of free
speech;many peoplerely on it to voice their views andto
gainaccessto informationthattraditionalpublishingvenues
maybeloathto publish.However, over thepastfew years,
many countries,political regimes,andcorporationshaveat-
temptedto monitor andoften restrictaccessto portionsof
theWebby clientswhousenetworksthey control.Many of
theseattemptshavebeensuccessful,andtheuseof theWeb
asafree-flowingmediumfor informationexchangeis being
severelycompromised.

Severalcountriesfilter Internetcontentat their borders,
fearful of alternatepolitical views or external influences.
For example,Chinaforbidsaccessto many news sitesthat
havebeencritical of thecountry’sdomesticpolicies.Saudi

Arabia is currentlysoliciting contentfilter vendorsto help
block accessto sitesthat the governmentdeemsinappro-
priatefor political or religiousreasons[10]. Germany cen-
sorsall Nazi-relatedmaterial.Australia’s laws banpornog-
raphy. In addition, Internetcensorshiprepeatedlythreat-
ens to crosspolitical boundaries. For example, the U.S.
SupremeCourtrecentlyrejectedFrance’s requestto censor
Nazi-relatedmaterialon Yahoo’ssite[12]. Censorshipand
surveillancealso extend into free enterprise,with several
companiesin the U.S. reportedlyblocking accessto sites
that arenot relatedto conductingbusiness.In additionto
blockingsites,many companiesroutinelymonitortheirem-
ployees’Websurfinghabits.

This paperfocuseson the challengingtechnicalprob-
lemsof circumventingWebcensorshipandlargely ignores
themany relatedpolitical, legal, andpolicy issues.In par-
ticular, we investigatehow to leverageWebcommunication
with accessibleservers in order to surreptitiouslyretrieve
censoredcontent,while simultaneouslymaintainingplausi-
ble deniability againstreceiving that content. To this end,
we develop a covert communication tunnel that securely
hidestheexchangeof censoredcontentin normal,innocu-
ousWebtransactions.

Our system,called Infranet, consistsof requesters and
responders communicatingover this covert tunnel. A re-
quester, runningon a user’s computer, first usesthe tunnel
to requestcensoredcontent.Uponreceiving therequest,the
responder, a standardpublic Web server running Infranet
software,retrievesthesoughtcontentfrom theWebandre-
turnsit to therequestervia thetunnel.1

ThecoverttunnelprotocolbetweenanInfranetrequester
andrespondermustbe difficult to detectandblock. More
specifically, a censorshould not be able to detectthat a
Webserver is anInfranetresponderor thata client is anIn-

1We usethe terms“requester”and “responder”ratherthan the more
traditional “client” and “server” to avoid confusion with Web clients
(“browsers”) and Web servers. We also considereda numberof terms
like “proxy”, “gateway”, “front-end”, etc., but rejectedthem for similar
reasons.



franetrequester. Nothingin their HTTP transactionsought
to arousesuspicion.

The Infranet tunnel protocol usesnovel techniquesfor
covert upstreamcommunication.It modulatescovert mes-
sageson standardHTTP requestsfor uncensoredcon-
tentusinga confidentiallynegotiatedfunctionwhich maps
URLsto messagefragmentsthatcomposerequestsfor cen-
soredcontent.For downstreamcommunication,the tunnel
protocolleveragesexisting datahiding techniques,suchas
steganography. While steganographyprovideslittle defense
againstcertainattacks,we areconfidentthat the ideaswe
presentcanbe usedin conjunctionwith otherdatahiding
techniques.

Themainchallengein thedesignof thetunnelprotocolis
ensuringcovertnesswhile providing a level of performance
suitablefor interactive browsing. Furthermore,the tunnel
protocolmustdefendagainstacensorcapableof passiveat-
tacksbasedon logging all transactionsandpackets,active
attacksthat modify messagesor transactions,and imper-
sonationattackswheretheadversarypretendsto bea legit-
imateInfranetrequesteror responder. Our securityanaly-
sis indicatesthat Infranetcansuccessfullycircumventsev-
eral sophisticatedcensoringtechniques,including various
activeandpassiveattacks.Oursystemhandlesalmostall of
thesethreatswhile achieving reasonableperformance.This
is achieved by taking advantageof the asymmetricband-
width requirementsof Webtransactions,which requiresig-
nificantly lessupstreambandwidththandownstreamband-
width.

To assessthe feasibility of our design,we implemented
an Infranetprototypeandconducteda seriesof testsusing
client-sideWeb tracesto evaluatethe performanceof our
system. Our experimentalevaluationshows that Infranet
provides acceptablebandwidthfor covert Web browsing.
Ourrange-mappingalgorithmfor upstreamcommunication
allowsa requesterto innocuouslytransmita hiddenrequest
in a numberof visible HTTP requeststhat is proportional
to thebinaryentropy of thehiddenrequestdistribution. For
two typical WebsitesrunningInfranetresponders,we find
thata requesterusingrange-mappingcanmodulate50%of
all requestsfor hiddencontentin 6 visibleHTTPrequestsor
fewerand90%of all hiddenrequestsin 10visibleHTTPre-
questsor fewer. Usingtypical Webimages,our implemen-
tationof downstreamhiding transmitsapproximately1 kB
of hiddendatapervisibleHTTP response.

2 Related Work

Many existing systemsseekto circumvent censorship
and surveillanceof Internet traffic. Anonymizer.com
provides anonymousWeb sessionsby requiring usersto
make Webrequeststhrougha proxy thatanonymizesuser-
specificinformation,suchastheuser’s IP address[2]. The

company also providesa productthat encryptsHTTP re-
queststo protectuserprivacy; ZeroKnowledgeprovidesa
similar product [24]. Squid is a cachingWeb proxy that
can be usedas an anonymizing proxy [21]. The primary
shortcomingof theseschemesis thatawell-known proxy is
subjectto beingblockedby a censor. Additionally, theuse
of anencryptedtunnelbetweenauserandtheanonymizing
proxy(e.g.,portforwardingoverssh) engenderssuspicion.

Becausecensoringorganizationsare actively discover-
ing andblocking anonymizing proxies,SafeWeb haspro-
poseda productcalledTriangleBoy, a peer-to-peerappli-
cation that volunteersrun on their personalmachinesand
thatforwardsclients’Webrequeststo SafeWeb’sanonymiz-
ing proxy [19, 27]. SafeWeb recentlyformed an alliance
with the Voice of America [28], whosemissionis to en-
ableChineseInternetusersto gainaccessto censoredsites.
However, Triangle Boy hasseveral drawbacks. First, the
encryptedconnectionto amachinerunningTriangleBoy is
suspiciousandcanbetrivially blockedsinceSSLhandshak-
ing is unencrypted.Second,SafeWeb’s dependenceon an
encryptedchannelfor confidentialitymakesit susceptibleto
traffic analysis,sinceWebsitefingerprintingcanexposethe
Websitesthatauserrequests,evenif therequestitself is en-
crypted[7]. Third, SafeWebis vulnerableto severalattacks
thatallow anadversarytodiscovertheidentityof aSafeWeb
user, as well as every Web site visited by that user [11].
Peekabootyalsoattemptsto circumventcensoringfirewalls
by sendingSSL-encryptedrequestsfor censoredcontentto
a third party, but its relianceon SSLalsomakesit suscepti-
ble to traffic analysisandblockingattacks[26].

Various systemshave attemptedto protect anonymity
for userswho publish and retrieve censoredcontent. In
Crowds, usersjoin a large, geographicallydiversegroup
whosememberscooperatein issuingrequests,thus mak-
ing it difficult to associaterequestswith the originating
user[18]. Onion routing alsoseparatesrequestsfrom the
userswho make them[25]. Publius[30], Tangler[29], and
FreeHaven [4] focuson protectingthe anonymity of pub-
lishersof censoredcontentandthe contentitself. Freenet
providesanonymouscontentstorageandretrieval [3].

Infranetaimsto overcomecensorshipandsurveillance,
but alsoprovidesplausibledeniabilityfor users.In addition
to establishinga secure channel betweenusersandInfranet
responders,our systemcreatesa covert channel within
HTTP, i.e., a communicationchannelthat transmitsinfor-
mationin amannernotenvisionedby theoriginaldesignof
HTTP [9]. In contrastwith techniquesthatattemptto over-
comecensorshipusinga confidentialchannel(e.g., using
SSL,which is trivial to detectandblock) [19, 23, 24, 26],
our approachis significantlyharderto detector block. To
be effective againstblocking, a schemefor circumventing
censorshipmustbecovertaswell assecure.
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Figure 1. Infranet system architecture .

3 System Architecture

This section presentsInfranet’s design considerations
andsystemarchitectureandgivesan overview of the sys-
tem’scommunicationprotocols.

3.1 Terminology

Figure1 shows the systemarchitectureof Infranetand
introducesrelevantterminology. Userssurf Webcontentas
usualvia a Webbrowser. To retrieve censoredcontent,the
browserusesa softwareentity that runson the samehost,
called the Infranet requester, as its local proxy. The In-
franetrequesterknows aboutoneor moreInfranet respon-
ders, which areWeb serversin theglobal Internetthat im-
plementadditionalInfranet functionality. The idea is for
the Web browser to requestcensoredcontentvia the In-
franet requester, which in turn sendsa messageto an In-
franetresponder. Theresponderretrievesthis contentfrom
the appropriateorigin Web server andreturnsit to the re-
quester, whichdeliverstherequestedcontentto thebrowser.
Therequesterandrespondercommunicatewith eachother
usinga covert tunnel. Technically, Infranet involvesthree
distinct functions—issuinga hiddenrequest,decodingthe
hiddenrequest,andservingtherequestedcontent.We first
describeasystemwherebytheresponderperformsthelatter
two functions. We describea designenhancementin Sec-
tion 8 wherebyanuntrustedforwarder canforwardhidden
requestsandserve hiddencontent,therebymakingit more
difficult for acensorto blockaccessto thesystem.

Thecensor shown in Figure1 might have a wide range
of capabilities.At aminimum,thecensorcanblockspecific
IP addresses(e.g.,of censoredsitesandsuspectedInfranet
responders).Morebroadly, thecensormighthavethecapa-
bility to analyzelogsof all observedWebtraffic, or evento
modify thetraffic itself.

The long-term successof Infranet dependson the
widespreaddeploymentof Infranetrespondersin theInter-
net.Onewayof achieving thismightbeto bundleresponder

softwarewith standardWebserversoftware(e.g.,Apache).
Hopefully, a significantnumberof peoplewill run Infranet
respondersdueto altruismor becausethey believe in free
speech.

3.2 Design Goals

We designedInfranet to meeta numberof goals. Or-
deredby priority, thegoalsare:

1. Deniability for any Infranet requester. It shouldbe
computationallyintractableto confirm that any individual
is intentionallydownloadinginformationvia Infranet,or to
determinewhatthatinformationmightbe.

2. Statistical deniability for the requester. Even if it is
impossibleto confirmthata client is usingInfranet,anad-
versarymight noticestatisticalanomaliesin browsingpat-
ternsthat suggesta client is usingInfranet. Ideally, an In-
franetuser’sbrowsingpatternsshouldbestatisticallyindis-
tinguishablefrom thoseof normalWebusers.

3. Responder covertness. Sinceanadversarywill likely
block all known Infranet responders,it must be difficult
to detectthat a Web server is running Infranet simply by
watchingits behavior. Of course,any requesterusingthe
server will know that the server is an Infranet responder;
however, this knowledgeshouldonly arisefrom possession
of asecretthatremainsunavailableto thecensor. If thecen-
sorchoosesnotto blockaccessto theresponderbut ratherto
watchclientsconnectingto it for suspiciousactivities, de-
niability shouldnot be compromised.The respondermust
assumethatall clients are Infranet requesters. Thisensures
that Infranetrequesterscannotbedistinguishedfrom inno-
centusersbasedon theresponder’sbehavior.

4. Communication robustness. The Infranet channel
shouldberobustin thepresenceof censorshipactivitiesde-
signedto interferewith Infranetcommunication.Note that
it is impossibleto beinfinitely robust,becauseacensorwho
blocksall Internetaccesswill successfullypreventInfranet
communication.Thus,we assumethecensorpermitssome
communicationwith non-censoredsites.



Any techniquethatpreventsasitefrom beingusedasan
Infranetrespondershouldmake thatsitefundamentallyun-
usableby non-Infranetclients. As anexampleof a scheme
thatis not robust,considerusingSSLasour Infranetchan-
nel. While this provides full requesterand responderde-
niability andcovertness(sincemany Web serversrun SSL
for innocentreasons),it is quite plausiblefor a censorto
block all SSLaccessto the Internet,sincevastamountsof
informationremainaccessiblethroughnon-encryptedcon-
nections. Thus, a censorcan block SSL-Infranetwithout
completelyrestrictingInternetaccess.

In a similar vein, if thecensorhasconcludedthata par-
ticular site is an Infranetresponder, we shouldensurethat
theironly optionfor blockingInfranetaccessis to block all
accessto the suspectedsite. Hopefully, this will make the
censormorereluctantto blocksites,which will allow more
Infranetrespondersto remainaccessible.

5. Performance. We seekto maximizetheperformance
of Infranetcommunication,subjectto our otherobjectives.

3.3 Overview

A requestermustbe able to both join anduseInfranet
without arousingsuspicion. To join Infranet,a usermust
obtainthe Infranet requestersoftware,plus the IP address
and public key of at leastone Infranet responder. Users
mustbe ableto obtainInfranetrequestersoftwarewithout
revealingthatthey aredoingso. InformationaboutInfranet
respondersmustbeavailableto legitimateusers,but should
not fall into thehandsof anadversarywho couldthencon-
figure a simple IP-basedfiltering proxy. Oneway to dis-
tribute software is out-of-bandvia a CD-ROM or floppy
disk. Userscansharecopiesof thesoftwareandlearnabout
Infranetrespondersdirectly from oneanother.

Thedesignandimplementationof a goodtunnelproto-
col betweenanInfranetrequesterandresponderis thecrit-
ical determinantof Infranet’sviability. Therestof this sec-
tion givesan overview of the protocol,andSection4 de-
scribestheprotocolin detail.

We definethetunnelprotocolbetweentherequesterand
responderin termsof threeabstractionlayers:

1. Message exchange. This layerof abstractionspecifies
high-levelnotionsof informationthatrequesterandre-
spondercommunicateto eachother.

2. Symbol construction. Any communicationsystem
mustspecify an underlyingalphabetof symbolsthat
aretransmitted.This layerof abstractionspecifiesthe
alphabetsfor both directionsof communication.The
primarydesignconstraintis covertness.

3. Modulation. The lowest layer of abstractionspeci-
fiesthemappingbetweensymbolsin thealphabetand
messagefragments.The main designgoal is reason-
ablecommunicationbandwidth,without compromis-
ing covertness.
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Figure 2. Top-most layer of abstraction in comm unication

tunnel.

Thetop-mostlayerof abstractionis theexchangeof mes-
sagesbetweenthe requesterandresponder. The requester
sendsrequestsfor contentto the responder, hiddenin vis-
ible HTTP traffic. The responderanswerswith requested
content,hiddenin visibleHTTPresponses,afterobtainingit
from theorigin server. As shown in Figure2, messagesare
hidden with a hiding function gih MSG j COVER j SECRET k ,
whereMSG is themessageto behidden,COVER is thevisi-
bletraffic mediumin whichMSG is hidden,andSECRET en-
suresthatonly therequesterandrespondercanrevealMSG.

Designingthehiding function g involvesdefininga set
of symbols that maponto messagefragments. The setof
all symbolsusedto transmitmessagefragmentsis calledan
alphabet. Sinceanorderedsequenceof fragmentsformsa
message,an orderedsequenceof symbols,alongwith the
hiding function, alsorepresenta message.Both upstream
and downstreamcommunicationrequirea set of symbols
for transmittingmessages.

Thelowestabstractionlayeris modulation, whichspeci-
fiesthemappingbetweenmessagefragmentsandsymbols.
We discussseveral waysto modulatemessagesin the up-
streamanddownstreamdirectionsin Sections4.2and4.3.

3.3.1 Upstream Communication

In our design,thecovermediumfor upstreamcommunica-
tion, COVER l-m , is sequencesof HTTP requests(note that
which link is selectedon thepagecontainsinformationand
canthereforebeusedfor communication).

Thealphabetis thesetof URLs on theresponder’sWeb
site. Otherpossiblealphabetsexist, suchasvariousfields
in the HTTP andTCP headers.We chooseto usethe set
of URLs asour alphabetbecauseit is moredifficult for the
transmissionof messagesto be detected,it is immuneto
maliciousfield modificationsby a censor, and it provides
reasonablebandwidth. Carefulmeteringof the orderand
timing of the cover HTTP communicationmakes it diffi-
cult for thecensorto distinguishInfranet-relatedtraffic from
regular Web browsing. Upstreammodulationcorresponds
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Figure 3. Messages exchang ed during the tunnel setup

and stead y state comm unication phases. Message ex-

chang es are driven by a common state machine sho wn

on the left. In the optional Initialize Modulation Func-
tion state , the responder sends an initial modulation

function
 ¢¡)£¤¡<¥

to the requester .

to mappingasequenceof oneor moreURL retrievals,visi-
bleto acensor, to asurreptitiousrequestfor acensoredWeb
object.

3.3.2 Downstream Communication

The cover medium in the downstream direction,
COVER ¦9§©¨ £ , is provided by JPEG images (within
HTTP responsestreams). The responderusesthe high
frequency componentsof imagesasits alphabetfor sending
messagesto the requester. This techniqueprovidesgood
bandwidthandhiding properties.Downstreammodulation
consistsof mappinga sequenceof high-frequency image
componentsto thecensoredwebobject,suchasHTML or
MIME-encodedcontent.

4 Tunnel Protocol

The Infranet tunnelprotocol is divided into threemain
components:tunnel setup,upstreamcommunication,and
downstreamcommunication. Tunnel setup allows both
partiesto agreeon communicationparameters.Upstream
communicationconsistsof messagetransmissionsfrom re-

questerto responder. Downstreamcommunicationconsists
of messagetransmissionsin theoppositedirection.

Both the requesterand responderoperateaccordingto
thefinite statemachineshownin theleft columnof Figure3.
The first four statesconstitutetunnel setup. The last two
composesteady state communication,wherethe requester
transmitshiddenURLs andtheresponderanswerswith the
correspondingcontent.

We now explorevariousdesignalternativesanddescribe
themechanismsusedfor eachpartof theprotocol.

4.1 Tunnel Setup

An Infranet requesterand responderestablisha tunnel
by agreeingon parametersto thehiding functionsg l-m andgª¦9§�¨ £ . The requesterand responderexchangethesepa-
rameterssecurely, therebyensuringconfidentialityduring
futuremessageexchanges.

Figure3 showsthemessagesinvolvedin establishingthe
tunnel. Communicationwith an Infranetresponderbegins
with a requestfor anHTML pageservedby theresponder.
This first requestinitiatesthefollowing tunnelsetupproto-
col:

1. Set User ID

Therequestersendsanimplicit HELLO messageto the
responderby requestinganHTML document,suchas
index.html.

To identify subsequentmessagetransmissionsfrom
the requester, the respondercreatesa uniqueuserID
for the requester. This userID couldbe explicitly set
via aWebcookie.However, for greaterdefenseagainst
tampering,theuserID shouldbesetimplicitly. As ex-
plainedlater, therespondermodifiesthevisible URLs
onits Websitefor eachrequester. Suchmodificationis
sufficient to identify requestersbasedon which URLs
arerequested.

2. Exchange Key

To ensure confidentiality, the requester uses a
responder-specificmodulationfunction

 ¢¡)£¤¡�¥
to send

a sharedsecret,SKEY, encryptedwith the public key
of theresponder.

TheresponderrecoversSKEY usingits privatekey.

3. Update Modulation Function

The responderfirst selectsa requester-specificmodu-
lation function

 ¢¥ l £¤£¬«Q . Next, theresponderhidesthe
function in anHTTP responsestreamwith theshared
secretSKEY.

The requesterrecovers
 ®¥ l £¤£¬«� from the HTTP re-

sponsestreamusingSKEY.



Thus, the tunnelsetupconsistsof the exchangeof two
secrets:a secretkey SKEY, anda secretmodulationfunc-
tion

  ¥ l £¬£¬«Q . SKEY ensuresthat only the requesteris ca-
pableof decodingthe messageshiddenin HTTP response
streams.

  ¥ l £¬£¬«Q allows the requesterto hide messagesin
HTTP requeststreams. The secrecy of

  ¥ l £¤£¬«Q provides
confidentialityfor upstreammessagesby ensuringthat it is
hardfor acensorto uncoverthesurreptitiousrequests,even
if a requesteris discovered.

In orderfor the requesterto initiate the transmissionof
SKEY, encryptedwith the Infranet responder’s public key,
therequestermusthave a way of sendinga messageto the
responder. Thetransmissionis doneusinganinitial modu-
lation function,

 ¯¡�£¤¡�¥
. This initial functionmaybe a well-

known function. Alternatively, the respondermaysendan
initial modulationfunction,

  ¡)£¤¡�¥
to the requester. To pro-

tectrespondercovertness,thisinitial functionshouldbehid-
denusingaresponder-specifickey IKEY. Therequestermay
learnIKEY with theIP addressandpublickey of therespon-
der. This method,which requiresthe additionalInitialize
Modulation Function state,hastheadvantageof allowing
respondersto periodicallychangemodulationschemes,but
suffers the disadvantageof requiringmoreHTTP message
exchangesto establisha tunnel.

With the tunnel established,the requesterand respon-
derentertheTransmit Request state.In this state,there-
questeruses

 ®¥ l £¤£¬«� to hidearequestfor contentin aseries
of HTTP requestssentto theInfranetresponder. Whenthe
covert requestcompletes,therequesterandresponderenter
theTransmit Response state,atwhichpointtheresponder
fetchesthe requestedcontentandhidesit in an HTTP re-
sponsestreamusingSKEY. Whenthetransmissionis com-
plete,the requesterandresponderboth re-entertheTrans-
mit Request state.

4.2 Upstream Communication

At themostfundamentallevel, a requestersendsa mes-
sageupstreamby sendingtherespondera visible HTTPre-
questthatcontainsadditionalhiddeninformation.Figure4
shows the decompositionof the upstreamhiding functiong l-mBh MSG j HTTP REQUEST STREAM j  ¢° k , whereMSG is
the transmittedinformation (e.g., requestfor hiddencon-
tent),HTTP REQUEST STREAM is thecovermedium,and ¢°

is a modulationfunctionthathidesthemessagein avis-
ible HTTP request stream. Thespecificmappingfrom mes-
sagefragmentsto visibleHTTPrequestsdependsonthepa-
rameter± .

To senda hiddenmessage,a requesterdivides it into
multiple fragments,each of which translatesto a visi-
ble HTTP request. The responderapplies

 ³²�´°
to the re-

quester’s HTTP requeststo extract the messagefragments
andreassemblesthemto recover thehiddenmessage.

Therearemany possiblechoicesfor theupstreammod-
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Figure 4. Sequence of HTTP requests and responses in-

volved in a single upstream messa ge transmission. Both

par ties must kno w the secret modulation function
 ¢°

.

ulation function
 ¢°

. Eachoption for
 ¢°

presentsa differ-
entdesigntradeoff betweencovertnessandupstreamband-
width. There are many modulation functions that pro-
vide deniability for an Infranet requester—certain types
of basicmappingschemes,when implementedcorrectly,
can do so. We describe two such examples in Sec-
tions4.2.1and4.2.2.To providestatisticaldeniability, how-
ever, requestsshouldfollow typicalbrowsingpatternsmore
closely. To achieve this, we proposethe range-mapping
schemein Section4.2.3.

4.2.1 Implicit Mapping

Oneof thesimplest
 ¢°

modulateseachbit of ahiddenmes-
sageasa separateHTTP request.While this approachpro-
videsextremelylimited bandwidth,it offersa high level of
covertness—onany givenpagethe requestermay click on
any oneof half of thelinks to specifythenext fragment.For
example,onecanspecify that any even-numberedlink on
the pagecorrespondsto a 0, while any odd-numberedlink
correspondsto a1. A generalizationof thisschemeusesthe
function _a`cbedgf , where _ is specifiedby the _ th link on
the last requestedpageand f is at mostequalto the total
numberof links on thatpage.This mechanismmaybeless
covert,but sendshji�h	fßk bitsof informationpervisibleHTTP
request.

4.2.2 Dictionary-based Schemes

An Infranetrespondercansendtherequestera staticor dy-
namiccodebook that mapsvisible HTTP requeststo mes-



sagefragments. While a static mappingbetweenvisible
HTTP requestsandURLs is simple to implement,the re-
sultingvisible HTTP requeststreamsmayresultin strange
browsing behavior. To createa dynamicmapping,the re-
sponderusesimagesembeddedin eachrequestedpageto
sendupdatesto the modulationfunction as the upstream
transmissionprogresses.The respondermay also useits
log of hiddenrequeststo provide most probablecomple-
tions to an ongoingmessagetransmission. Transmission
of a k -bit hiddenmessageusinga dictionary-basedscheme,
whereeachdictionaryentrycontainsl bits requiresk+m�l
visibleHTTPrequests.

The structure of the dictionary determinesboth the
covertnessandbandwidthof themodulatedrequest.There-
fore, the dictionary might be representedas a directed
graph, basedon the structureof the Infranet responder’s
Web site. To preserve confidentiality in the event that a
communicationtunnelis revealed,thedictionaryshouldbe
known only to therequesterandtheresponder.

4.2.3 Range-mapping

The requesterand respondercommunicatevia a channel
with far greaterbandwidthfrom the responderto the re-
questerthanviceversa.Becausetheresponderservesmany
Infranetusers’requestsfor hiddencontent,it canmaintain
the frequency distribution of hiddenmessages,n . A re-
questerwantsto sendamessage,URL , from thedistribution
n . Thiscommunicationmodelis essentiallytheasymmetric
communicationmodelpresentedby Adler andMaggs[1].

We leveragetheir work to producean iterative modula-
tion functionbasedon range-mapping of thedistributionof
lexicographicallyorderedURLs, n . In eachround,the re-
spondersendstherequesteraset o of tuples h�p ¡ j�q ¡ k , where
p ¡ is a string in thedomainof n and q ¡ is thevisible HTTP
requestthat communicatesp ¡ . p ¡ is called a split-string.
It specifiesthe range of stringsin n that are lexicograph-
ically smallerthan itself and lexicographicallylarger than
theprecedingsplit-stringin o . Theclientdetermineswhich
lexicographicinterval containsthehiddenmessageandre-
spondswith thesplit-stringthatidentifiesthatinterval.

While the focus of the Adler-Maggsprotocol is to en-
able communicationover an asymmetricchannel,we are
alsoconcernedwith maintainingcovertnessandstatistical
deniability. In particular, weaimto ensurethatateachstep,
theprobabilitythatanInfranetrequesterselectsaparticular
link is equalto theprobabilitythataninnocentbrowserse-
lectsthatlink. We thereforeincludelink traversalprobabil-
ity informationasa parameterto the algorithmfor choos-
ing split-strings. We extract theseprobabilitiesfrom the
server’saccesslog.

Prior to communicating with the requester, the
responder computes the following information of-
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Figure 5. Pseudocode for a modulation function using

rang e-mapping.

fline: n , the cumulative frequency distribution for
hidden requests; and » , the link-traversal proba-
bilities. Specifically, » is the set of probabilities¼ ¡¾½ ¿ À h next requestis for page¼ ½ÂÁ currentpageis ¼ ¡ k
for all pages¼ ¡ and ¼ ½ in _ , the set of all pageson the
responder’sWebsite.

In eachround, the set o contains Ã tuples,where Ã is
the numberof pagesq for which

À hÄq Á q current kÆÅÈÇ , i.e.,
the numberof possibilitiesfor the requester’s next visible
HTTP request,given the currentpage q current. Thesetu-
ples specify Ã consecutive probability intervals within n .
The size of eachprobability interval ÉËÊ ¡ is proportional
to theconditionalprobability

À hÄq Á q current k . By assigning
probabilityintervalsaccordingto thenext-hopprobabilities
for HTTP requestson a Web site, range-mappingprovides
statisticaldeniability for the requesterby making it more
likely thattherequesterwill takeapaththroughthesitethat
wouldbetakenby aninnocuousWebclient.2 Thesumof allÃ intervals is equalto Ì , thesizeof theprobability interval
for thepreviousiteration,or to 1 for thefirst iteration.

Pseudocodefor themodulationfunctionis shown in Fig-
ure5. In eachiteration,therequesterreceives o andselects
the split string p that specifiesthe rangein which its mes-
sageURL lies. It thensendsthecorrespondingvisibleHTTP
requestq .

Figure6 shows pseudocodefor the demodulationfunc-
tion. The responderinterpretsthe request q current as a
rangespecification,boundedabove by the corresponding
split-string p current andbelow by split-string in o which
precedesp current lexicographically. Giventhis new range,
the responderupdatesthe boundsfor the range, Í-Î�Ï�ÐjÑBiÂÒ³Ó Ô
and Í�Î�Ï�ÐjÑBi Ò³Õ�Ö (lines 12-13), and generatesa new split-
string set o for that range(asshown in lines 5-9 andFig-
ure7).

A requestercanusethis schemeto modulatethehidden
messageURL even if it is not in the domainof n . The re-

2We presentthe range-mappingmodelbasedon one-hopconditional
probabilities. It shouldbenotedthatalthoughthis approachprovidesthe
appropriatedistribution on link probabilitiesat eachstep,it is not guaran-
teedto properlydistributemorecomplex quantitiessuchastheprobability
of anentiresequenceof link choices.
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Figure 6. Pseudocode for a demodulation function using

rang e-mapping.

questerandrespondercanperformrange-mappinguntil the
rangebecomestwo consecutiveURLs in n . Theprefix that
thesetwo URLs sharebecomesthe prefix ¼ of the hidden
message.At this point, the requesterand respondermay
continuethe range-mappingalgorithm over the set of all
stringsthathave ¼ asa prefix.

Sincetherequester’smessagemaybeof arbitrarylength,
theremustexist anexplicit way to stopthesearch.Oneso-
lution is to adda tuple ,- .�q end / to o , where- indicatesthat
therequesteris finishedsendingtherequest.Whenall split-
stringsshareacommonprefixequalto thehiddenmessage,
therequestertransmitsq end.

Range-mappingis similar to arithmeticcoding, which
dividesthesizeof eachinterval in thespaceof binarystrings
accordingto theprobabilityof eachsymbolbeingtransmit-
ted. The binary entropy, 01,Än / , is the expectednumberof
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Figure 7. One iteration of the rang e-mapping

demodulation function. The initial inter val; n�,	Í�Î�Ï�ÐjÑBi Ò³Ó Ô / .-n�,	Í�Î�Ï�Ð�Ñ�i Ò³Õ�Ö /=< is divided into Ã
sub-inter vals accor ding to probabilities of requesting

any page on the responder’ s Web site given the current

page q current. The responder generates the split-

strings p ´ thr ough p?> that correspond to sub-inter val

boundaries and returns them to the requester .

bitsrequiredto modulateamessagein n . Arithmeticcoding
of a binarystringrequires0@,�n /�ACB transmissions,assum-
ing D bit per symbol [31]. In our model,eachpagehas Ã
links. Therefore,eachvisibleHTTPrequesttransmitshji�,�Ã /
bits,andtheexpectednumberof requestsrequiredto mod-

ulatea hiddenrequestis E?F�GIHKJL M >�N A@B .

4.3 Downstream Communication

Figure 8 shows the decompositionof the downstream
hiding function Oª¦9§�¨ £ . The requesterreceives a hidden
messagefrom theresponderby makingaseriesof HTTPre-
questsfor images.TheresponderappliesP to therequested
imagesandsendstheresultingimagesto therequester. The
requestercan then apply the inversemodulationfunctionP ² ´

to recover the hiddenmessagefragment. To ensure
innocuousbrowsing patterns,the requestershouldrequest
anHTML pageandsubsequentlyrequesttheembeddedim-
agesfrom thatpage(asopposedto makingHTTP requests
for imagesout of theblue).

For the modulationfunction P , we usetheoutguess
utility [16], whichmodifiesthehigh frequency components
of animageaccordingto boththemessagebeingtransmit-
tedandasecretkey. Modulationtakesplacein two stages—
findingredundantbits in theimage(i.e., theleastsignificant
bits of DCT coefficientsin the caseof JPEG),andembed-
ding the messagein somesubsetof theseredundantbits.
The first stageis straightforward. The secondstageuses
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Figure 8. Downstream comm unication also consists of a

sequence of HTTP requests and responses. The respon-

der hides messa ges that it sends to the requester in the

HTTP responses. One efficient downstream comm uni-

cation mechanism uses steganograph y to hide down-

stream messa ges in requested images.

thesharedsecretSKEY asa seedto a pseudorandomnum-
bergeneratorthatdetermineswhichsubsetof thesebitswill
containthemessage.Therefore,withoutknowing thesecret
key, an adversarycannotdeterminewhich bits hold infor-
mation.Previouswork describesthis processin greaterde-
tail [17].

Steganographyis designedto hidea messagein a cover
image,wheretheadversarydoesnothaveaccessto theorig-
inal cover andthuscannotdetectthe presenceof a hidden
message.However, becausea Web server typically serves
the samecontentto many differentusers(andeven to the
sameusermultipletimes),anadversarycandetecttheuseof
steganographysimply by noticing that the samerequested
URL correspondsto different contentevery time it is re-
quested. One solution to this problem is to require that
therespondernever serve thesamefilenametwice for files
thatembedhiddeninformation. For this reason,a webcam
servesas an excellentmodefor transmittinghiddenmes-
sagesdownstream,becausethe filenamesand imagesthat
a webcamservesregularly changeby small amounts.We
discussthis problemin moredetail in Section5. To pro-
tect Infranetrequesters,Infranetrespondersembedcontent
in every image,regardlessof whetherthe Web client is an
Infranetrequester.

Therearemany otherpossiblemodulationfunctionsfor
hiding downstreammessages.Onepossibility is to embed
messagesin HTTPresponseheadersorHTML pages.How-
ever, this doesnot provide the downstreambandwidththat

is necessaryto delivermessagesto therequesterin areason-
ableamountof time. Anotheralternative is to embedmes-
sagefragmentsin imagesusinghiddenwatermarks.Both
watermarkingand steganographyconcealhiddencontent;
additionally, watermarksare robust to modificationby an
adversary. Pastwork hasinvestigatedwatermarkingtech-
niquesfor compressedvideo [6]. A feasibledownstream
modulationfunction might use downloadedor streaming
audioor videoclips to hidemessages.

Note that our downstreammodulationschemedoesnot
fundamentallydependon theuseof steganography. In fact,
it maymakemoresenseto usea datahiding techniquethat
anadversarycannotmodify or removewithoutaffectingthe
visibly returnedcontent. For example,if a responderuses
low-order bits of the brightnessvaluesof an imageto em-
beddata,thecensorwill have moredifficulty removing the
covert datawithout affecting the visible characteristicsof
therequestedimage.Sincewe assumethatthecensordoes
not want to affect theexperienceof normalusers,this type
of downstreamcommunicationmightbemoreappropriate.

5 Security Analysis

In this section,we discussInfranet’s ability to handlea
varietyof attacksfrom adeterminedadversarialcensor. We
areconcernedwith maintainingdeniability andcovertness
in thefaceof theseattacks,i.e.,makingit hardfor thecen-
sorto detectrequestersandresponders.In addition,Infranet
shouldprovide confidentiality, so thateven if a censordis-
coversanInfranetrequesteror responder, it cannotrecover
any of themessagesexchanged.

The adversaryhasaccessto all traffic passingbetween
its network and the global Internet, especiallyall visible
HTTP requestsandresponses.Furthermore,the adversary
canactivelymodifyany traffic thatpassesthroughit, aslong
asthesemodificationsdo not affect the correctnessof the
HTTPtransactionsthemselves.

5.1 Discovery Attacks

A censormight attemptto discover Infranet requesters
or respondersby joining Infranetasarequesteror a respon-
der. To join Infranetasa requester, a participantmustdis-
cover the IP addressandpublic key of a responder. Once
theclient joins,all informationexchangedwith a responder
is specificto that requester. Thus,by joining the network
asa requester, the censorgainsno additionalinformation
otherthanthatwhich mustalreadyhave beenobtainedout-
of-band.

Alternatively, a censormight setup an Infranetrespon-
der in the hopethat someunlucky requestersmight con-
tact it. By determiningwhich Web clients’ visible HTTP
requestsdemodulateto sensibleInfranetmessages,a cen-



HTTP Requests HTTP Responses

No Target SuspiciousHTTP requestheaders Suspiciousresponseheadersor content
OneTarget HTTPrequestpatterns Contentpatterns(e.g., sameURL, different

image)
Multiple Targets Link requestsacrossInfranetrequesters Commonpatternsin HTTP responses(e.g.,

for commonlyrequestedforbiddenURLs)

Table 1. A taxonom y of passive attac ks on Infranet. If the censor has the ability to target suspected user s, attac ks involve

more sophisticated analysis of visib le HTTP traffic.

sor candistinguishinnocentWeb clientsfrom Infranetre-
questers.Currently, we rely on eachrequestertrusting the
legitimacy of any responderit contacts.Section8 describes
a possibledefenseagainstthis attackby allowing for un-
trustedforwarders.

A censormight mounta passive attackin anattemptto
discover an Infranet communicationtunnel. Becausethis
typeof attackoftenrequirescarefultraffic analysis,passive
attackson Infranetaremuchmoredifficult to mount than
active attacksbasedon filtering or tamperingwith visible
HTTP traffic. The typesof attacksthat an adversarycan
perform dependon the amountof stateit has,as well as
whetheror not it is targetingoneor moreusers.

Table1 shows a taxonomyof passive attacksthata cen-
sorcanperformon Infranet.Potentialattacksbecomemore
seriousasthe adversarytargetsmoreusers. Weakattacks
involve detectinganomaliesin HTTP headersor content.
Strongerattacksrequire more complex analysis,such as
correlationof users’browsingpatterns.

If a censorobserves all traffic that passesthrough it
without targetingusers,it could attemptto uncover an In-
franettunnelby detectingsuspiciousHTTP requestandre-
sponseheaders,such as a requestheaderwith a strange
Date value or garbagein the responseheader. Infranet
defendsagainsttheseattacksby avoiding suspiciousmod-
ificationsto the HTTP headersandby hiding downstream
contentwith steganography. Additionally, by requiringthat
Infranetrespondersalwaysserve uniqueURLs whencon-
tentchanges,Infranetguardsagainsta discovery attackon
aresponder, wherebyacensornoticesthatslightly different
contentis beingservedfrom thesameURL eachtime it is
requested.

A censorwho targetsa suspectedInfranetrequestercan
mountstrongerattacks.A censorcanobservea Webuser’s
browsing patternsand determinewhether thesepatterns
look suspicious.Sincethemodulationfunctiondetermines
thebrowsingpattern,a functionthatselectssubsequentre-
questsbasedon the structureof the responder’s Web site
mighthelp,but doesnotalwaysreflectactualuserbehavior.
Somepagesmight be rarely requested,while othersmight

alwaysbe requestedin sequence.Thus, it is bestto base
modulationfunctionson informationfrom realaccesslogs.

While generatingvisible HTTP requestsautomatically
requiresthe leastwork on the part of the user, this is not
theonly alternative. A particularlycautioususermight fear
thatany requestsequencegeneratedby thesystemis likely
to look “strange”andthusarousesuspicion.To overcome
this, thesystemcouldgive theusera certaindegreeof con-
trol over which visible requestsare transmitted. One ex-
ample is for the requesterto confirm eachURL with the
userbeforesendingit. If theuserfindstheURL strange,he
canforce the requesterto senda differentURL that com-
municatesthesamemessagefragment.Theseoverrides in-
troducenoiseinto the requester’s sequence.However, the
requestercanencodethe messagewith an error correcting
codethatallows for suchnoise.

Anothersolutionwouldbeto ensurethatmultipleURLs
mapto eachmessagefragmenttherequesterwantsto send
to give the usera choiceof which specificvisible URL to
request. We conjecturethat with sufficient redundancy, a
userwill frequentlybe able to find a plausibleURL that
sendsthedesiredmessagefragment.

By targeting multiple users,a censormay learn about
many Infranetusersasa resultof discoveringoneInfranet
user. Alternatively, a censorcould becomean Infranetre-
questerand compareits behavior againstother suspected
users. We defendagainstthesetypesof attacksby using
requester-specificsharedsecrets.

5.2 Disruptive Attacks

Becauseall traffic betweenanInfranetrequesterandre-
sponderpassesthroughthe censor, the censorcandisrupt
Infranettunnelsby performingactiveattacksonHTTPtraf-
fic, such as filtering, transactiontampering,and session
tampering.

5.2.1 Filtering

A censormayblock accessto variouspartsof the Internet
basedon IP addressor prefix block, DNS name,or port



number. Additionally, censorscanblock accessto content
by filtering out Web pagesthat containcertainkeywords.
For instance,SaudiArabia is reportedlytrying to acquire
suchfiltering software[10].

Infranet’ssuccessagainstfiltering attacksdependsonthe
pervasivenessof Infranet respondersthroughoutthe Web.
BecauseInfranetrespondersarediscoveredout-of-band,a
censorcannotrapidly learn about Infranet respondersby
crawling the Web with an automatedscript. While a cen-
sor could conceivably learn aboutrespondersout-of-band
andsystematicallyblock accessto thesemachines,theout-
of-bandmechanismmakesit moredifficult for a censorto
block accessto all Infranetresponders.The wider the de-
ploymentof responderson Web serversaroundthe world,
themorelikely it is thatInfranetwill succeed.

Note that becausethe adversarymay filter traffic based
on contentandport number, it is relatively easyfor thead-
versaryto blockSSLby filtering SSLhandshakemessages.
Thus, Infranetprovidesfar betterdefenseagainstfiltering
thana systemthatsimply relieson SSL.

5.2.2 Transaction Tampering

A censormayattemptto disruptInfranettunnelcommuni-
cationby modifying HTTP requestsandresponsesin ways
thatdo not affect HTTP protocolconformance.For exam-
ple, the adversarymay changefields in HTTP requestor
responseheaders(e.g., changingthe value of the Date:
field), reorderfieldswithin headers,or evenremoveor add
fields. Infranetis resistantto theseattacksbecausethetun-
nel protocol doesnot rely on modificationsto the HTTP
header.

As describedin Section4.1, theInfranetrequestermust
presenta uniqueuseridentifierwith eachHTTP requestin
orderto be recognizedacrossmultiple HTTP transactions.
A requestercouldsenditsuserID in aWebcookiewith each
HTTP request. However, if the censorremoves cookies,
we suggestmaintainingclient stateby embeddingtheuser
ID (or sometoken that is a derivative of the user ID) in
eachURL requestedby the client. Of course,to preserve
the requester’s deniability, the respondermust rewrite all
embeddedlinks to includethis client token.

The censormaymodify the returnedcontentitself. For
example,it might insertor removeembeddedlinks on a re-
questedWeb pageor flip bits in requestedimages. Link
insertionand deletiondoesnot affect tunnel communica-
tions that use a codebookbecausethe client sendsmes-
sagesupstreamaccordingto this codebook. Attacks on
imagecontentcoulddisruptthecorrectInfranetcommuni-
cation. Traditionalrobustwatermarkingtechniquesdefend
againstsuchattacks.Infranetdetectsandblockssuchdis-
ruptionsby embeddingthenameof theservedURL in each
response.

5.2.3 Session Tampering

An adversarymight attemptto disrupt tunnelcommunica-
tion by interfering with sequences of HTTP requests. A
censorcouldservea requester’svisibleHTTP requestfrom
its own cacheratherthanforwardingthis requestto theIn-
franetresponder. To preventsuchanattack,theInfranetre-
questermustensurethatits HTTPrequestsarenever served
from a cache. One way to do this is to always request
uniqueURLs. We considerthis requirementfairly reason-
able: many sites that serve dynamic content(e.g., CGI-
basedpages,webcams,etc.)constantlychangetheirURLs.
Anotheroption is to usethe Pragma: no-cache di-
rective,althougha censoringproxy will likely ignorethis.

Alternatively, a censormight insert,remove, or reorder
HTTP requestsandresponses.If a censoraltersHTTP re-
questpatterns,theInfranetrespondermightseeerrorsin the
receivedmessage.However, Infranetrespondersincludethe
nameof theservedURL in eachresponsestream,thusen-
ablingtherequesterto detectsessioncorruptionandrestart
the transmission.In the caseof range-mapping,upstream
transmissionerrorswill be reflectedin the split-stringsre-
turned by the responder. The requestercan also defend
againsttheseattackswith error correctiontechniquesthat
recover from the insertion,deletion,and transpositionof
bits [20].

6 Implementation

Our implementationof Infranetconsistsof two compo-
nents:theInfranetrequesterandtheInfranetresponder. The
requesterfunctionsasa Web proxy andis responsiblefor
modulatinga Web browser’s requestfor hiddencontentas
asequenceof visibleHTTPrequeststo theInfranetrespon-
der. TheresponderfunctionsasaWebserverextensionand
is responsiblefor demodulatingthe requester’s messages
anddeliveringrequestedcontent.Therequesterandrespon-
derutilize a commonlibrary, libinfranet, that imple-
mentscommonfunctionality, suchas modulation,hiding,
andcryptography. In thissection,wediscussourimplemen-
tationof theInfranetrequesterandresponder, aswell asthe
commonfunctionalityimplementedin libinfranet.

6.1 Requester

We implementedthe Infranet requesteras an asyn-
chronousWebproxy in about2,000linesof C++. We used
libtcl for the asynchronousevent-driven functionality.
The requestersendsvisible HTTP requeststo an Infranet
responder, basedon aninitial URL at theresponder, there-
sponder’spublickey, andoptionallyaninitial key IKEY.

The requesterqueuesHTTP requestsfrom the user’s
browserandmodulatesthemsequentially. If the requester
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knows aboutmore than one responder, it can servicere-
questsin parallelby usingmultiple responders.

In our implementation,visible HTTP requestsfrom the
requesteraregeneratedentirelyautomatically. As discussed
in Section5.1,wecouldalsoallow theuserto participatein
link selectionto provide increasedcovertness.

6.2 Responder

We implementedthe Infranet responderas an Apache
module, mod infranet in about 2,000 lines of C++,
which we integratedwith Apache1.3.22runningon Linux
2.4.2. The Apacherequestcycle consistsof many phases,
includingURI translation,content-handling,andauthoriza-
tion [22]. Ourmod infranet moduleaugmentsthecon-
tent handler phaseof theApacherequestloop. Therespon-
der processesrequestsasit normally would but alsointer-
pretsthemasmodulatedhiddenmessages.

An Infranetrespondermustmaintainstatefor arequester
acrossmultiple HTTP transactions.Thecurrentimplemen-
tationof theresponderusesWebcookiesto maintainclient
statebecausethis mechanismwassimpleto implement;in
thefuture,we planto implementtheURL rewriting mech-
anismoutlinedin Section5 becauseof its strongerdefense
againstpassive discovery attacks. The responderusesthe
REQUESTERTOKEN cookie,which containsa uniqueiden-
tifier, to associateHTTP requeststo a particularrequester.
For eachrequester, the respondermaintainsper-requester
state,including which FSM statethe requesteris in, the
modulationfunction the requesteris using, the sharedse-
cretSKEY, andmessagefragmentsfor pendingmessages.

Figure9 showstheheaderthattheresponderprependsto
eachmessagefragment.Version is a

D
-bit field thatspecifies

which versionof theInfranettunnelprotocoltheresponder
is running.Type specifiesthetypeof messagethat thepay-
load correspondsto (e.g.,modulationfunction update,re-
questedhiddencontent,etc.).Z is a D -bit field thatindicates
whethertherequestedcontentin thepayloadis compressed
with gzip (this is thecasefor HTML filesbut not images).
Fragment Length refersto the lengthof the messagefrag-
ment in the payloadin bytes,and Fragment Offset speci-
fiestheoffsetin byteswherethis fragmentshouldbeplaced
for reassemblyof the message.Message Length specifies
thetotal lengthof themessagein bytes.Becauseupstream

bandwidthis scarceand transmittinga headermight cre-
aterecognizablemodulationpatterns,therequesterdoesnot
prependa headerto its messages.

6.3 Steganography and Compression

Upon receiving a request, the responderdetermines
whetherit canembedhiddencontentin theresponse.Cur-
rently,mod infranet only embedsdatain JPEGimages.
If theresponderdeterminesthatit is capableof hidinginfor-
mationin the requesteddata,it usesoutguess to embed
thehiddeninformationusingSKEY. To reducetheamount
of datathat the respondermust sendto the requester, the
respondercompressesHTML files with gzip [5] before
embeddingtheminto images.

6.4 Cryptography

The Infranet requestergeneratesthe 160-bit sharedse-
cret SKEY using/dev/random. SKEY is encryptedus-
ing the RSA public key encryptionimplementationin the
OpenSSLlibrary [15]. This ciphertext is 128bytes,which
imposesa large communicationoverhead. However, be-
causethe ciphertext is a function of the length of the re-
quester’s public key, it is difficult to make this ciphertext
shorter. Oneoption to amelioratethis would be to usean
implementationof elliptic curvecryptography[13].

7 Performance Evaluation

In this section,we examineInfranet’s performance.We
evaluate the overheadof the tunnel setupoperationand
the performanceof upstreamand downstreamcommuni-
cation. Finally, we estimatethe overheadimposedby
mod infranet on normalWebserveroperations.

All of our performancetests were run using Apache
1.3.22with mod infranet on a 1.8GHz Pentium4 with
1 GB of RAM. For all performancetests,werananInfranet
requesteranda Perl script that emulatesa user’s browser
from thesamemachine.

7.1 Tunnel Setup

Tunnelsetupconsistsof two operations:upstreamtrans-
missionof SKEY encryptedwith theresponder’spublic-key,
anddownstreamtransmissionof EGF�H�I�I'J�K . In our implemen-
tation,SKEY is 160bits long andthecorrespondingcipher-
text is 128 bytes,proportionalto the lengthof the respon-
der’spublic key. Transmissionof EGF�H�I�I'J�K is equivalentto a
singledocumenttransmission.The transmissionof an ini-
tial modulationfunction, if oneis used,requiresoneaddi-
tionaldownstreamtransmission.
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7.2 Upstream Communication

An importantmeasureof upstreamcommunicationper-
formanceis how many HTTPrequestsarerequiredto mod-
ulate a typical message.We focus our evaluationon the
range-mappingschemedescribedin Section4.2.

Weevaluatedtheperformanceof range-mappingusinga
Webproxy tracecontaining174,100uniqueURLsfrom the
Palo Alto IRCache[8] proxy on January27, 2002.3 When
we weightURLs accordingto popularity, themostpopular
10%of URLsaccountfor roughly90%of thevisibleHTTP
traffic. This is significant,sincemodulatingthemostpopu-
lar 10%of URLs requiresa smallnumberof visible HTTP
requests.

A requestercanachievestatisticaldeniabilityby pattern-
ing sequencesof HTTP requestsafter thoseof innocuous
Webclients. As describedin Section4.2.3,this is doneby
assigningsplit-stringrangesin Q accordingto thepairwise
link traversalprobabilitiesR . To evaluatethe effect of us-
ing thedistribution R , wemodulated1,740requestsfrom Q ,
bothusingandignoring R , assuming8 outgoinglinks per
page.

Figure 10 shows that assigningrangesbasedon link
traversalprobabilitiesdoesnot affect the expectednumber
of visible HTTP requestsrequiredto modulatea hiddenre-
quest. This follows directly from propertiesof arithmetic
codes[31]. In both cases,over half of hiddenmessages

3Thesetraceswere madeavailable by National ScienceFoundation
grantsNCR-9616602andNCR-9521745,andtheNationalLaboratoryfor
AppliedNetwork Research.
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requests to modulate a messa ge is very small even for

small number s of outgoing links ( L ) on each page.

required4 visible HTTP requests,and no more than 10
requestswere neededfor any message.Therefore,using
traversalprobabilitiesto determinethe sizeof rangesin Q
providesstatisticaldeniabilitywithouthurtingperformance.

Settinglink traversalprobabilitiesto D�S'L , we evaluated
theeffect of thenumberof links on a page,L , on upstream
communicationperformance.Figure11 shows that90%of
messagesfrom Q canbemodulatedin 10 visible HTTP re-
questsor fewer, evenfor L assmallas4.

In thetracewe usedfor our experiments,thebinaryen-
tropy of the frequency distribution of requestedURLs is
16.5 bits. Therefore,the expectednumberof requestsre-

quiredto transmita URL from Q is E�T�UWV XL M > N A B . The em-

pirical resultsshown in Figure11 agreewith this analytical
result.

To evaluatethe performanceof range-mappingon real
sites,we modulatedhiddenrequestswhile varying L andY accordingto the browsing patternsobserved on a real
Website.WeanalyzedtheWebaccesslogsfor nms.lcs.
mit.edu andpdos.lcs.mit.edu to generatevalues
for L and Y for eachpageon thesesites.We thenobserved
the numberof visible HTTP requestsrequiredto transmit
1,740messagesfrom Q . Resultsfrom this experimentare
shown in thetablebelow. Thenumberof requestsrequired
to modulateahiddenmessageis slightly higherthanin Fig-
ure11,since L variesfor a realWebsite.

SITE Z avg MEDIAN 90%
nms.lcs.mit.edu [ \ $"(
pdos.lcs.mit.edu $^] _ \
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7.3 Downstream Communication

Figure12 shows the numberof HTTP requeststhat an
Infranet requestermustmake to retrieve hiddenmessages
of varioussizes.Eachvisible HTTP responsecontainsap-
proximately1 kB of a hidden message.The amountof
datathat canbe embeddedin onevisible HTTP response
dependson two factors—thecompressionratio of themes-
sageandtheamountof datathatcanbesteganographically
embeddedinto a singleimage.Thus,dependingon there-
questeddocumentandtheimagesusedto embedthehidden
response,thenumberof visible HTTP requestsrequiredto
sendagivenamountof hiddendatamayvary.

We microbenchmarkedthe main operationsinvolved in
contentpreparation. First, we ran a microbenchmarkof
outguess in an attemptto determinethe rate at which
it canembeddatainto images.Our measurementsindicate
thatoutguess embedsdatainto an imageat a rateof 20
kB/sec,andthat the time thatoutguess takesto embed
datais proportionalto thesizeof thecover image.

We alsoranmicrobenchmarksongzip to determineits
computationalrequirements,aswell asthecompressionra-
tios it achieveson typical HTML files. We fetchedthein-
dex.html pagefrom 100 popularWeb sitesthat we se-
lectedfrom NielsenNetratings[14] and IRCache[8]; the
medianfile sizefor thesefileswas10kB.gzip compressed
theseHTML files to asmuchas12%of their original size;
in theworstcase,gzip compressedtheHTML file to 90%
of its original size. In all cases,compressionof anHTML
file never took morethan B�a milliseconds.
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server perf ormance . For disk bound workloads, an In-

franet responder perf orms comparab ly to an unmodified

Apac he server.

7.4 Server Overhead

To ensureplausibledeniability for Infranet requesters,
Infranetrespondersalways embedrandomor requesteddata
in thecontentthey serve. Becausetherespondermustmake
no distinctionbetweenInfranetrequestersandnormalWeb
clients, an Infranet-enabledWeb server incurs additional
overheadin servingdatato all clients.

Therefore,to determinetheperformanceimplicationsof
running an Infranet responder, we submittedan identical
sequenceof requeststo an Infranet-enabledApacheserver
andanordinaryApacheserver. Therequesttracecontainsa
sequenceof visible HTTP requeststhatweregeneratedby
usingan Infranetrequesterto modulatethe requestsin the
setof 100popularWebsites.

Figure13 shows the additionaloverheadof runningIn-
franet. Becausethe server must embedevery imagewith
data,regardlessof whetherit is servinganInfranetrequest
or not, running Infranet incurs a noticeableperformance
penalty. 16%of all requestsservedonanInfranetresponder
achieved300kB/s or less,and89%of requestsweretrans-
ferredat 1 MB/s or less. In contrast,62%of requestson a
normalApacheserver weredeliveredat 1 MB/s or greater.
Nevertheless,for diskboundworkloads,anInfranetrespon-
derperformscomparablyto aregularApacheserver. Band-
width achievedby Infranetnever dropsbelow 32%of that
achievedby anApacheserverrunningwithout Infranet,and
is within 90% of Apachewithout Infranet for 25% of re-
quests.Ourcurrentimplementationhasnotbeenoptimized,
andwebelievewecanreducethisoverhead.Oneway to do
somightbeto pre-fetchor cachecommonlyrequestedcen-
soredcontent.Theoverheadof runningoutguess could
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8 Enhancements

To this point, we have assumedthat Infranet requester
softwarecanbedistributedon a physicalmedium,suchas
a CD-ROM. However, this distribution mechanismis slow,
providesevidencefor culpability, andis mucheasierfor op-
pressivegovernmentsto controlthanelectronicdistribution.
Thus,a future enhancementwould allow clients to down-
loadtheInfranetrequestersoftwareover Infranetitself, es-
sentiallybootstrapping theInfranetrequester.

Thearchitecturewepresentedin Section3 doesnotpro-
tect againstan impersonationattackwherebya censores-
tablishesanInfranetresponderanddiscoversrequestersby
identifying the Web clients that sendmeaningfulInfranet
requests.Figure 14 shows an improved systemarchitec-
ture,wherea requesterforwardsvisibleHTTPrequeststo a
trustedresponderthroughapotentiallyuntrustedforwarder,
suchthatonly therespondercanrecoverthehiddenrequest.
Respondersfetchandencryptrequestedcontentandreturn
it to the requesterthrough a forwarder, which hides the
encryptedcontentin images. This schemeprovides sev-
eral improvements. First, blocking accessto Infranetbe-
comesmoredifficult, becausea requestercancontactany
forwarder, trustedor untrusted,to gainaccess.Second,the
censorcanbecomeaforwarder, but it is muchmoredifficult
for thecensorto becomea trustedresponder.

In the current tunnel communicationprotocol, an In-
franetrequesterandrespondertake turnstransmittingmes-
sages. It is conceivable that a schemecould be devised
wherebytheHTTPrequestsusedto fetchtherequestedcon-
tentcouldalsobeusedto transmitthenext hiddenmessage,
thus interleaving the retrieval of hiddeninformation with
thetransmissionof thenext hiddenmessage.

Sincethereare many conceivable ways of performing
modulationandhiding, it is likely that therewill be many
different versionsof the tunnel communicationprotocol.
Tunnelsetupshouldbe amendedto includeversionagree-

ment,suchthatif someparticularaspectof thetunnelproto-
col in a givenversionis foundto beinsecure,therequester
andrespondercaneasilyadaptto runa differentversion.

9 Conclusion

Infranetenablesusersto circumventWebcensorshipand
surveillanceby establishingcovertchannelswith accessible
Web servers. Infranetrequesterscomposesecretmessages
using sequencesof requeststhat are hard for a censorto
detect,andInfranetresponderscovertly embeddatain the
openlyreturnedcontent.Theresultingtraffic resemblesthe
traffic generatedby normalbrowsing. Hence,Infranetpro-
videsboth accessto sensitive contentandplausibledenia-
bility for users.

Infranet usesa tunnel protocol that provides a covert
communicationchannelbetweenrequestersandresponders,
modulatedover standardHTTP transactions. In the up-
streamdirection,Infranetrequesterssendcovert messages
to Infranet respondersby associatingadditionalsemantics
to the HTTP requestsbeingmade. In the downstreamdi-
rection, Infranet respondersreturncontentby hiding cen-
soreddatain uncensoredimagesusingsteganographictech-
niques.While downstreamconfidentialityis achievedusing
a sessionkey, upstreamconfidentialityis achievedby con-
fidentiallyexchangingamodulationfunction.

Our upstreamanddownstreamprotocolssolve two in-
dependentproblems,and eachcan be tackledseparately.
Although our protocol is optimizedfor downloadingWeb
pages,it actuallyprovidesa channelfor arbitrarytwo-way
communication;for example, Infranet could be used to
carryout a remotelogin session.

Our security analysis showed that Infranet can suc-
cessfullycircumvent several sophisticatedcensoringtech-
niques,rangingfrom activeattacksto passiveattacksto im-
personation.OurperformanceanalysisshowedthatInfranet
provides acceptablebandwidthfor covert Web browsing.
Therange-mappingalgorithmfor upstreamcommunication
allows the requesterto innocuouslytransmita hiddenre-
questin a numberof visible HTTP requeststhat is propor-
tional to the binary entropy of the hiddenrequestdistribu-
tion. Webelievethatthewidespreaddeploymentof Infranet
respondersbundledwith Web server softwarehasthe po-
tential to overcomevariousincreasinglyprevalentformsof
censorshipandsurveillanceon theWeb.
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