SHALON: Lightweight Anonymization based on
Open Standards

Andriy Panchenko Benedikt Westermann Lexi Pimenidis
RWTH Aachen University Q2S, Norwegian University of RWTH Aachen University
Computer Science Department Science and Technology, Computer Science Department
Ahornstr. 55, D-52074 Aachen, Germany N-7491 Trondheim, Norway  Ahornstr. 55, D-52074 Aachen, Germany
panchenko@cs.rwth-aachen.de benedikt.westermann@q2s.ntnu.no lexi@cs.rwth-aachen.de

Christer Andersson
AF Consult
Hamntorget 3, P.O. Box 467,
SE-651 10 Karlstad, Sweden
Christer.L.Andersson@afconsult.com

Abstract—In this paper, we introduce a novel lightweight increased. This also holds for anonymization networks,reshe
anonymization technique called Shalon. It is based on onion quality of service is becoming an increasingly more prob-
routing, aims to reduce complexity, and delivers high bandvdth. o matic aspect. While the backbones and access networks of
We have, compared to the widely known approach Tor, slightly . .
reduced the level of security in favor for greatly increased the Inter_net could be adjusted to the increased needs,nturre
performance. anonymizers have not been able to meet these demands, thus

The most significant advantage compared to other approaches leading to a decrease in network performance. Reasonslmclu
is that Shalon is fully based on standardized protocols, with the necessity to handle multiple layers of encryption, a-geo
makes our approach highly efficient and easy to deploy. It granhicaly spread routing, and limited over-all bandwidthe

also makes Shalon easier to understand for normal users, ezs imolications of a noor performance have been shown in 21 th
protocol reviews, and increases the chance of having sevéra P P P [&:

implementations of Shalon available. In this work, we provile USer base of a network drops linear with increasing latency.
a description of the design and implementation of Shalon, a Several papers have dealt with the performance analysis of
performance and anonymity analysis, and a discussion on the anonymization systems [4], [5] and have shown the need and

scalability properties. possibilities for better quality of service [6], [7].
Keywords: Anonymous Communications, Privacy Enhancing In this paper, we address the aforementioned problems
Technigues, Confidentiality by introducing Shalon: a novel lightweight and efficient

anonymization technique purely based on standardizedprot
cols. We provide a performance evaluation and an anonymity
Many approaches have been proposed to provide anonynatalysis of Shalon. In Section IIl, we show that the level
on the network layer. Still, only some of them have reached anonymity offered in Shalon can be compared to the
wide scale deployment, e.g., [1], [2]. Currently, the mosével of anonymity in Tor. Further, Section IV shows that
popular and widespread system is Tor [2]. Tor, as well asrotheur implementation of Shalon is superior to Tor in terms
approaches for anonymization, relies on non-standardirdd of performance and scalability (at least in the laboratory
complex protocols. On the one hand it makes sense to devedajtings in which the tests were conducted). Section V and VI
a dedicated protocol for the purpose of anonymization due pgeovide a discussion on some of our design choices and eutlin
its special requirements. On the other hand this approash lpassible future modifications of Shalon, respectively.aiin
also disadvantages. First, the development effort fortfmac Section VII concludes the paper.
implementations is high. This often leads to the existence
of at most one single implementation, which in turn runs
the risk of creating so-calledoftware monoculturedn this This section gives a brief overview of techniques used for
case, failures in the single implementation can paralyze thetwork layer anonymization.
whole network, possibly compromising the overall security The typical method for anonymizing network traffic is to
Second, if the underlying protocol specifications are ckedngsend messages on a detour through sewveiddle nodesather
or updated often, additional implementations are even matean directly to the recipient. This can be done in a way such
difficult to maintain. Additionally, it is naturally more ficult  that the relaying nodes cannot determine for certain whethe
to analyze the properties of a complex system. the relayed data streams originate from the predecessaeor a
Due to the increase of multimedia content transmitted ovearwarded on behalf of other users. In this paper, we focus on
the Internet, bandwidth requirements have been drasticdlbw-latency anonymization networks. These are designed fo

I. INTRODUCTION

Il. RELATED WORK



real-time communication, like web-browsing or instant mespproach that makes use of so-callgatlic encryption that
saging. The oldest representative in this category isthgle is, a variant of onion encryption where multiple messages
hop proxyapproach which is very lightweight. One widelywrapped into a single “garlic message”, encrypted with a
known implementation in this category Enonymizer.com particular public key. Problems with [2P include missing
However, single hop proxies provide an unavoidable singiensparency for their network layer protocol and a conaplet
point of failure and trust. Therefore, they pose no solutidack of academic coverage.
for users with a higher demand for protection. We divide the 2) Simple Randomized Routing ProtocoSrowds [10] is
remaining approaches into the following three categories: an alternative to the techniques described above. When, for
1) Layered Encryption ApproachesA typical represen- example, a user requests a web page, the request is sent to
tative of this approach is Tor. It is an overlay networlanother (randomly chosen) crowd member (callepbradg).
consisting of servers that are calledion routers(ORs). To By making a biased coin toss, this jondo decides whether
anonymize Internet communications, end-users ruro@ipn to forward the message to the final destination or to another
proxy (OP) on their computer that is listening locally fomandomly chosen jondo. Communications between jondos are
incoming connections and redirects TCP-streams through tmk encrypted, meaning that each jondo can see the content
Tor network. When sending out the redirected TCP-streanus,passing messages, including the address of the final desti
the OP constructsircuits of encrypted connections throughnation (they cannot easily determine the initiator thougime
a path of randomly chosen ORs. A Tor circuit, as defaulGNUNet system [11] also makes use of a simple randomized
consists of three ORs, where each OR only kndiwsvhich routing protocol, where the forwarding of messages on lfehal
peer has sent him data (the predecessor) @hdo which of the other nodes (here denoted tirdirection” ) depends,
peer he is relaying data (the successor). A circuit length afmong other things, on the load in the network. Crowds
three constitutes a reasonable trade-off between seanmidy never left the stage of a research implementation, andédurth
performance, where the role of the middle OR is to hinder tl&rowds and GNUNet offer fairly weak protection against
last OR in the circuit (theexit nod@ to learn the identity of strong attackers [12], [13].
the first OR (theentry nodg. If the latter two cooperate, users 3) Multicast/Broadcast Based MethodA: classic proposal
can be deanonymized. in this category are DC-networks [14]. DC-networks can pro-
During circuit creation in Tor, Diffie-Hellman key ex-vide “perfect anonymity” (in an information theoretic seps
changes are used to establish shared symmetric session keygever under some rather demanding assumptions, as it is
with each OR in the circuit. The user's OP encrypts all traffiequired that all DC-net nodes must communicate with all
before it is sent over the circuit, using these keys in reversther nodes for every message transfer. Thus, securehleelia
order, starting with the key of the last OR. Upon receivingnd fast broadcast channels are prerequisites for a practi-
traffic, each OR on the circuit removes (or adds, dependiogl realization of a DC-network. Furthermore, the protocol
on the direction) one layer of encryption while relaying thes prone to channel jamming, inefficient in large networks,
data to the next OR, so only the last OR (the exit node) knowstc. [15]. P5 [16] is another approach in this category that
the actual destination of a TCP stream. aims to remedy the scalability problems of DC-networks by
AN.ON [1] (also known as JAP or Jondonym) is also basedividing the network group into a tree hierarchy containing
onion routing. One of the main differences to Tor is that ssesmaller broadcast groups. Also Herbivore [17] try to im@ov
cannot choose the circuit freely between the relays. In AN.Oscalability by combining an approach based on DC-networks
normally three relays are forming a predefined path, dermtedvith a hierarchical topology in which the users are grouped
cascadeThe user only has the possibility to choose one of thieto smaller subsets (so-calletiqueg. However, all of these
predefined cascades. Problems with AN.ON include missingtworks are either not used anymore or do not have a
perfect forward securifyand unknown scalability behaviour. widespread user base.
Tarzan [8] and MorphMix [9] are two peer-to-peer (P2P)
based anonymization techniques for implementing oniot-rou Il. I NTRODUCING SHALON
ing. Unlike the earlier approaches, a MorphMix node does notin this section, we introduce our proposed anonymization
have to have knowledge about all other MorphMix nodes #iechnique called “Shalon”. We begin by identifying our as-
the network. For the circuit setup, so-cali@itness nodeare sumptions and the targeted attacker model. The second part
used to facilitate the selection of nodes for circuit eximms provides a protocol description.
In Tarzan every node has a set of peer nodes for exchang'brg
cover traffic which are callechimics nodesNodes select their *
mimics in a pseudo-random universally verifiable way. Naith ~ We start by listing our basic assumptions.

gAssumptions and attacker model

Tarzan nor Morphmix are in active use today. o Our first assumption is that adversaries cannot break
Lastly, the Invisible Internet Project (I12P) systéns an cryptographic primitives. This is a standard assumption
. _ in the area of anonymous communication;
Forward secrecy ensures that a session key created from af kmig- « Our second assumption is that we do not aim to protect
term asymmetric keys will not be compromised if the longrteurivate key . . . ..
is compromised in the future. against a (passive or active) global adversary. This is

2See http://www.i2p2.de/ for more information. because such protection reduces the provided level of
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performance and usability drastically. Also, it has been
shown that most users prefer performance rather than very -
strong anonymity [3]. This is underlined by experiments 1L Close
indicating that the majority of users are only willing to fLchee
W.alt up to four seconds when requesting a web page [LHQ 2. Protocol run for a scenario where the initiating usgtds a two-hop
« Finally, we also assume that a Shalon client knows thgnel, fetches web site, and then closes the connection

list of nodes participating in the network.

Thus, our adversary constitutes an entity with the follayin ) )
capabilities: is chosen as it constitutes a reasonable trade-off between

: . ' erformance and security.
« Passively observe some portion of network traffic; P y

. . : The process of circuit establishment is depicted in Figure 2
« Actively operate its own nodes and/or compromise so . T :
: ) or the sake of clarity, a circuit of length of two is used here
fraction of honest nodes;

. Actively delete, modify and generate messages After establishing the encrypted connection with tRev,,
i T RS the circuit is extended t&N,. TLS is used to implement the
Inspired by the practical attacker classification in [18]st layered encryption. Finally, the connection is extendethto
means that we aim to defend against corrupt end servers, loga; Here, ES is a web server and it exchanges information
passive and active attackers (such as system administeatdr using HTTP. Such tunnels, however, can be used for the
small Internet service providers), and corrupt Shalon Bode ,3nsmission of arbitrary data on top of TCP.

GET ... HTTP/1.1

TCP FIN

B. Protocol Description C. Observations

The wide success of HTTP and SSL constitutes a greatShalon relies on widely adopted standardized protocols for
incentive to base Shalon on these popular, standardizeld, anplementing onion routing. Any CONNECT-capable HTTP
widely deployed protocols. Therefore, Shalon implememts @roxy with TLS/SSL [20] support is sufficient to serve as a
onion encrypted HTTP-based tunneling method. This is dobese for an intermediary Shalon node, such as the widely
by using the HTTP CONNECT method/command. The CONtsed proxy server Squid with an enabled SSL-layer. While
NECT method extends a connection in the following way: the idea of tunneling TCP-connections through a single web
instructs the HTTP server or proxy to extend the connectigmoxy has been described as early as [21] (maybe even before)
by making a TCP connection to some specified server and piaiplementing onion routing based on this principle, to the
and relays the data transparently back and forth between thést of our knowledge, has not been proposed before. By
connection point and the client connection [19]. using standardized protocols rather than proprietarycamdn

Anonymization tunnels are created in Shalon in the followstandardized protocols, we achieve the following advargag
ing way. After extending the connection from one Shalon node, The availability of existing libraries eases the develop-
to a new node, a TLS handshdke performed between the ment process;
initiator and the new node. This enables the client to ertcryp , The existing libraries are mature and thus well tested and
messages in an onion-routing like manner (see Figure 1) to scrytinized:
achieve confidentiality of the next hop and application faye , There exists a sound and widely communicated body of
data. In Figure 1/ denotes initiator 'S denotes end-server,  knowledge regarding the functionality of these protocols;
and )M is the message sent along the circuit passing the proxy, Since these protocols are simple and lightweight, they
nodes denotedN;. The level of greyness of the proxy node  (and thus Shalon) can be easily studied in respect of their
corresponds to the key shared between the proxy node and the advantages and drawbacks.

1. The encryption layers are produced with the correspondingFurther’ the low complexity of Shalon contributes to the
keys. Due to the layered encryption, each node along tﬂﬁlowing:
tunnel knows only its direct predecessor and successorein th

tunnel. As in Tor, the default tunnel length of three hops * Shalon can be easily understood by "“the average users”,

not only by a small group of expert developers;
3Although we use “SSL” and “TLS” as synonyms in this paper, we a ® Shalon is easier to |mplement tha_n other approaches;
aware of the differences between these protocols. « Shalon and its properties are easier to evaluate;



« It is more likely that there will be a variety of differenthope that the sender will come back to the site without
clients/servers; using an anonymization technology [22]. However, all ofsihe

« Therisk of ending up with a software monoculture (whereechniques are independent of the anonymization techpolog
failure in a single implementation can, e.g., paralyze th®ing used, and thus Shalon is neither more nor less refsistan

whole network) is greatly reduced. to them compared to other anonymization networks.
Our proposal, still, is not a silver bullet. Below, we lismse A local administratorand thefirst nodeon the path have
observations regarding the design choices in Shalon: both several possibilities to learn the relationship betwe

« In Shalon, contrary to, e.g., Tor, packets are of variabf?r?der and receiver. First, there ar_e_denial-of-serv'rtm:leﬂ
size which may decrease the protection against trafighich block access to the anonymizing technology and thus
analysis; force the sender to stop communicating or reveal his peer

« Shalon uses only one level of encryption between ShalB communicating in plain. However, all major anonymizing
nodes, whereas in Tor packets are “double encrypte@Ch”'ques are susceptible to these kinds of attacks. 8econ

both on cell level and on TLS level between each nodEhiS type of attacker can use a database of traffic fingesgtint

« Each tunnel in Shalon only handles one connection pléi,entify the website that the Shalon user visits (if the vietss
tunnel, in contrast to Tor circuits, which can handidn@erprintis contained in the database) [23], [24], [25isT

multiple TCP streams in parallel; attack might be more successful against Shalon compared to
« Itis possible to quickly recreate recently used tunnels wher anonymization techniques with fixed cell sizes bezaus
employing SSL-key reuse. of variable packet sizes and visibility of new stream caai

wever, this is a subject of current research and we expect
alon to have similar susceptibility as e.g. Tor.

Colluding nodegan to a certain extend mount all previously
D. Tunnel Establishment listed attacks. They have the potential to be either a firdtan

In this section, we address the issue of tunnel establistaneif® 1ast node in the tunnel (with respect to a certain user).
in Shalon. The user's client always maintains a few genefdPWever, the most serious case is when an attacker happens
purpose tunnels in a preemptive way, i.e. before they af@OCCUPY multiple no_d_es in asmgle tunnel; most notablye- th
required by any application. This saves tunnel build-umtimf'rSt_and th_e IasF position. In this case an af[tacker can mount
which constitutes the most significant delay when the anorfj@ffic confirmation attacks by comparing input streams to
mous communication channels are requested by the appligdtPut streams [26], by trying to identify the tunnel of zesim
tions [5]. Also, by applying SSL reuse to reestablish relgentthrough the network [27], [2_8], or even_other techniqueqd.[29
used tunnels, we remedy the lack of stream multiplexing ar@ the extent of our analysis, Shalon is not more vulnerable
a tunnel truncation after the connection to the end serverdg@inst these attacks than any other practical approach.
closed. SSL reuse, however, should only be used for a limited’0day, it is generally considered that an attacker with
period of time and a limited data volume per tunnel. Tunn@PWers equal to those gbvernmentgor stated in other words,

rotation helps to strengthen the protection against limg-t a passive global observgis able to break all currently avail-

In Section V, we further discuss our design choices argﬁ
their implications.

profiling issues and to achieve forward secrecy. able (and practical) low latency anonymization techniques
However, please note that it is not a design goal of Shalon

V. ANALYZING SHALON to protect users against this kind of adversaries.
In this section we provide an analysis of the most important To sum up, as a preliminary conclusion we have showed
issues with Shalon. that Shalon provides a similar level of protection as other

) ) comparable low-latency anonymization techniques.

A. Anonymity and Security

This section gives an overview of most important securify- Scalability
properties of Shalon. We have analyzed the perspectives ofVe estimate the scalability properties regarding the m®ce
sender anonymity and relationship anonymity (on the nekwoof traffic anonymization to be in the same scale as in Tor.
level) between the sender and the recipient. However, there are several advantages with Shalon that are

It can be trivially shown that an entity which is unrelated texplained below.
the network, i.e. does not operate a server node or participa As previously mentioned, Tor encrypts everything twice:
as a client, and in addition has no physical relation to eiththere is a TLS layer between the nodes as well as cryptography
communicating parties will neither learn the identity oethon the circuit layer between the client and corresponding.OR
sender, nor the communication relationship. Thus, each intermediary Tor node has to decrypt the incoming

Therecipient of the messad®as only very limited chances TLS message, then the corresponding onion layer, and finally
to identify the true sender of the message he receives. Hasncrypt the message on the TLS layer for the next node in
ever, it might be possible to use application level attackihe circuit. This is done by all Tor nodes on the path except
like profiling application layer data, injecting active ¢ent the last one which does not do the final encryption step.
into HTML-pages in order to trick the sender’s browser t@herewith, there aré3l — 1) encryption/decryption operations
bypass the proxy settings, or just set long-term cookies apér circuit that have to be performed by the servers in Tor
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same amount of CPU power. Alternatively, given the same
number of users, more CPU power per user should be available ©
in Shalon (the CPU saturation is suspected to be the limiting
factor for most Tor nodes [5]).
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C. Performance Evaluation ’ ’
Path Length Path Length
In this section we present the results from the performance (a) Circuit/Tunnel RTT (b) Circuit/Tunnel Throughput
analysis of Shalon. The main focus of the analysis is data g - g -
throughput, round trip time (RTT), and tunnel buildup time. O Shalon (Java) O Shalon (Java)
Furthermore, we compare our results with the Tor network. g - st O | E g = o
1) Experimental designTo provide a fair comparison, we g §
performed our experiments in a laboratory under controllec g - ] g 84
and optimal conditions. In our laboratory environment, We;; 2
have set up a private Tor and Shalon network (using the sanke g - E S
machines) with the following experimental setup: E’ E
« Intel Pentium Il Dual Core machines with 1 GHz CPUs% & g &
and 2 GB RAM acting as nodes; S £ .
« Intel Core 2 Duo with 2.4 GHz and 2 GB RAM acting -~ | & =
as client;
« Local network backbone bandwidth of 1 Gbps; T, \ ° ) \
o The vanilla Tor implementation in the versidn2.0.12-
alphawritten in C (both as OP and ORs);  Peibenan  Pantenan
« Our Java and C versions of Shalon client. (c) Without SSL-Reuse (d) With SSL Reuse

The Shalon server (compare with OR in Tor) is built using Fig. 3. Tor vs. Shalon
the proxy software Squid (with enabled SSL). The end-server
for both, Shalon and Tor is realized by a short and efficient
Perl script running on the last node of the path. Figure 3(b) shows the data throughput of Tor and Shalon
Note that as both the clients and servers of Shalon afigpending on path length. Both approaches use AES in
Tor were run in a private network, the result from our test6BC mode as a symmetric encryption algorithm. In terms
cannot be compared to performance evaluations of the real P throughput, Shalon outperforms Tor by the factorin
network [4], [5], as the transmission and propagation delay Shalon (Java) a limiting factor was the client CPU for the
the later case are much larger due to bandwidth limitatiols acase with tunnel lengtB. The limiting factor for Tor was the
the geographical distances between nodes. Our tests, on@s’ CPUs which always had1#0% CPU load independent
other hand, evaluates the best case for performance, tila¢is Of circuit length. In the other cases we did not observe any
upper limits. In the future, it would be possible to set up ne@bvious bottlenecks.
tests where we emulate a limited bandwidth and geographicaBecause of the differences between circuit/stream concept
distance between the nodes in the laboratory network, fiorTor and tunnels in Shalon it is difficult to directly compar
instance by usingummynéetor performing the measurementghese both approaches in terms of circuit/tunnel setupstime
in the PlanetLab [30]. To calculate the mean values with a 958ecall that Tor uses circuits to tunnel various TCP streams
confidence interval, each experiment was repeatetimes.  over them. Shalon, in contrast, uses a single tunnel for each
2) Results: Figure 3(a) shows theound trip time of the TCP connection.
circuits/tunnels of length and3, i.e. with 2 or 3 intermediary ~ To enable a comparison of both networks in this regard,
hops. We used these numbers because layered encryptiendistinguish two different scenarios. In the first scemari
approaches based on onion routing normally use this numiég assume that both systems have no a-priori connection
of hops as a standard path length. Shalon outperforms Torrfegervoirs. For Tor, this means that a new circuit must bk bui
a factor of2 to 3 in terms of latency. and a stream has to be attached to that circuit. Shalon also
needs to buildup a new tunnel, but has no SSL session which
4See http:/finfo.iet.unipi.it/ luigi/ipdummynet/ could be reused. The second scenario covers the situatiem wh



a connection is already established over the circuit/tunnéurther research. In case that new vulnerabilities are doun

Therefore, we assume that Tor already has an existing tiracbuntermeasures can be developed even without making use

and merely needs to attach a stream to that circuit. For 8half an additional encryption layer. E.g. a protocol on top of

this means that path exists that have recently been used tf@ anonymization tunnel could be introduced which sugport

a tunnel. Due to this, every node in the path has valid SShultiplexing of various streams. From a property point of

session keys which can be reused. Shalon now needs to cre@w, this would make the approach similar to Tor, but would

a new tunnel over the same nodes using SSL reuse. not decrease the performance due to a twofold encryption:
Both states are depicted in Figures 3(c) and 3(d). In ttghalon would still encrypt on the tunnel layer only. Notettha

first scenario (3(c)), Tor slightly outperforms the Javasi@n this multiplexing would only protect streams starting freime

of Shalon in the case of a 3 hop circuit, but the C versicgame node.

of Shalon is faster to the factor (%f In the second scenario,

3(d), Shalon in Java is actually about thrice as slow as T&: Packet Padding

The C version of Shalon, however, is still twice as fast as Tor Tor’s packet padding scheme achieves a constant packet
in the case of a path length of 2. In case of a path lengthsize by extending every cell to 512 Bytes. The purpose of
the C version is as fast as Tor. padding in Tor is twofold. First, the developers originally
An interesting observation is that even in the case whented to introduce activenixing (delaying and batching)
Shalon needs to provide a new connection by reestablishinga future generation of the protocol; fixed size packets
the whole tunnel, the procedure is as time consuming (in thee an unconditional requirement for mixing functionakti
C implementation) as merely attaching a stream to a circgibwever, today it is unlikely that mixing will be introduced
in Tor. Thus, from the performance point of view, “one wayin low-latency anonymizing networks like Tor. Even though
usage tunnels in Shalon (because of the need to be compatf¢ON supports mixing, it is not enabled by default. The
with the HTTP protocol) cannot be seen as a disadvantag&formance of these approaches is often below the acasptan
compared to Tor. level of average users ([3], [4]), even without mixing. Sedp
All in all, this comparison shows that Shalon providepadding hinders several attacks, as discussed below.
significantly improved performance compared to the state ofwith respect to a global attacker, padding obscures a
the art anonymization network Tor. This performance gain fsacket’s path through a network, which could be traced due to
especially significant regarding data throughput. The megn its unique size. For similar reasons it also hampers erghtb-
son is the reduced complexity of the protocol, less encoyptitraffic confirmation attacks. However, even if padding isdjse
tiers and the use of a mature and performance tuned nqHgre is also other information available (like timing, alabl-
software (Squid). However, the most significant impact afime) that enables end-to-end traffic confirmation attack, [26
the performance is due to the lower number of de-/encryptiggn]. Moreover, it is a widely accepted fact that Tor does not
operations needed for processing data packets. Our tests stprotect against an adversary who can observe both the fiist an
that the latter lowers the CPU load drastically. the last node in a path [26], [32], [33]. A global adversary is
Note that as both Shalon and Tor employ the ciphelso out of the scope of Tor's attacker model.
TLS DHE_RSAWITH_AES 128 CBC SHA the differences  padding has also been suggested as a means to circumvent
in the results are not caused by the used cipher. fingerprinting attacks [25]. These attacks can be mounted by
a local adversary — one of the main protection goals of Tor's
attacker model. Increased protection against this adwgrsa
In this section, we motivate our design choices and discusgm our point of view, provides an incentive to apply packet
open issues in Shalon. padding. To the best of our knowledge, however, the negessit
of a constant packet size with respect to fingerprintingcita
has so far not been demonstrated in practice. Moreover, as
While Tor encrypts data on both the link layer and the circUifngerprinting attacks require a-priori knowledge aboug th
layer, Shalon encrypts on the tunnel layer (equivalentritudi  content in order to be successful, they are hardly possible
layer in Tor) alone. This leads to a significant performanGgnhen dealing with unknown traffic patterns (e.g. secret data
increase as showed by the measurements in the previgiich only needs to be transfered once) or on the data without
section. The downside of this is that there is an additionggecific unique characteristfcge.g. VoIP, audio/video/bulk
information leakage: a passive observer is able to recegniaty).
the creation of a new anonymization tunnel as well as to link shajon does not apply padding mainly due to the following

the amount of transferred data to a specific connection. EVgiysons: first, as discussed above, the effectiveness dingad
though this is an additional information leakage compaced t
Tor, we believe that this only eases existing attacks againssplease note that we do not refer do link padding but ratheratkets’
Shalon to still tolerable threshold and does not introdueedding. ‘ _ _
new attacks. Thus, we claim that this does not signifiCantrlj}{:;i'gﬁsgnz";%tﬂt‘ﬁ;ywe are interested in detectingcémtentof the commu-

. . pe of content.
Change Shalon’s threat model and prowdes anonymity M The effect of padding is especially marginal for bulk dataeve only the

the same situations as Tor does. However, this is subjectida packet is padded.

V. DISCUSSION

A. Single vs. Double Encryption



with respect to the mentioned attacks is questionable.ri8kcoFirst, HTTP is one of the most important and well known
in case of transferring many small messages/objects, packetwork protocols in the world. Therefore, a multitude of
padding produces a lot of overhead, and, thus, leads tdifferent well tested libraries exist. These libraries dam
performance loss. Finally, it is not a trivial task to intetr used for the development of new clients. Second, HTTP can
padding in Shalon. One possibility would be to use the pagidieasily be combined with TLS/SSL to protect the content of
mechanism of TLS [20], where padding up to 255 bytes & connection. Hence, different HTTP proxy implementations
possible. Unfortunately most TLS implementations only-supvith TLS/SSL support can be found, which could be employed
port the minimal block padding required by a cipher. Anothdor the anonymization process in Shalon. Third, HTTP would
possibility would be to introduce a proprietary protocol opossibly allow to transfer directory information (statusda
top of an anonymization tunnel. Due to the fact that a part obntact information about the nodes) in-band of the tumgeli
the motivation of Shalon is the use of standardized proscoprotocol. Finally, HTTP allows proxy connections to other
we want to avoid these measures as long there is no haatvers with the help of the HTTP CONNECT method. This is
evidence that padding is an effective countermeasure stgaione of the most important requirements for multi hop tunnels
the aforementioned or new attacks. A downside of HTTP is missing possibility of multiplexing
several CONNECT-requests over a single connection. How-
ever, to the best of our knowledge there is no common network

As discussed above, using one anonymization tunnel g@Eotocol which supports multiplexing and also possesses th
TCP connection leaks more information than tunneling wegio above mentioned properties.
streams through a circuit (see Section V-A). On the othedhan Due to the described reasons we found HTTP to be best
it also leaks less information; an exit node in Tor can link athoice to build Shalon on top of. Also, a positive side effect
streams from a single circuit to the same originator — iféhier with using HTTP and a corresponding proxy server is the
no circuit, the connections can not be trivially linked. thi caching of HTTP objects. Instead of using the CONNECT
if a TCP connection between two servers breaks or loosesmmand of the HTTP protocol at the last node on path, the
packets, only a single tunneled connection is affected.oin Tuser can also issue the GET request to retrieve HTTP objects.
that would cause a delay or connection drop on all the streamscase that objects are already cached at the proxy server,
involved in the circuit. Finally, in most cases Shalon regsi the requests can be served right away without fetching the
higher number of active file descriptors used by each node,algects again. Therewith some attacks like the low costid¢raf
compared to a system like Tor. To which extend this limits thenalysis [27] could be made more difficult.
scalability and how this problem could be mitigated is sabje
to future research.

To summarize, it would be nice to have the option of In this paper we did not discuss every aspect or solve every
multiplexing connections, but it is also possible to pravidproblem regarding Shalon, and thus there are some issues tha

C. Circuits vs. Tunnels

VI. FUTURE WORK

a reasonable anonymization service without it. we have left as future research.
, First, some features like the padding of packets are nec-
D. Use of Standardized Protocols essary to enable some degree of protection against global

The use of standard protocols and open architecturesaitackers, but still, to the best of our knowledge, paddiageh
Shalon facilitates extensibility, interoperability, apdrtability. not been proven effective against a local attacker. Thezefo
Allin all, Shalon achieves onion routing in a simple yet @le more research is required to demonstrate the implicatiéns o
way, using only existing standardized protocols. Our pegho padding against a local attacker.
however, is not a silver bullet. Standardized protocolsseau Second, Shalon leaks more information than Tor. This raises
flexibility restrictions since the anonymization protaedlave the question how this influences the provided anonymity of
to follow predefined flows. Side effects which can arise dughalon. We claim that this does not change Shalon’s attacker
to these restrictions must be carefully considered. model, but this has not been fully proven yet.

The advantage of standardized protocols also justifies theOther aspects which need more research include, for ex-
following example: the Tor developers currently discusshoample, the provision of hidden services in Shalon (possibly
to modify the Tor protocol to look more like a standard TLSusing the SOCKS protocol). Also, it is an open question how
connection in order to achieve a higher blocking resistande integrate multiplexing of connections or padding withou
Shalon will obviously never suffer from similar concerns. introducing proprietary protocols. Finally, having a eyi of

Altogether, we believe that the use of existing standardlients may contribute towards easier profiling, which dtdou
ized protocols in the area of anonymous communication li& considered in the clients’ designs.
an interesting idea. Its possibilities, implications, asllvas
restrictions, need to be researched in a greater detail. VIl. CoNcCLUSIONS

) ) In this paper we introduced Shalon — a simple, scalable, and
E. Choice of Underlying Protocol innovative low-latency anonymization technique purelgdsh

The main reason for choosing HTTP as the basis fon open standards. It makes use of out-of-the-box nested TLS

Shalon is because of the following four properties of HTTRonnections to achieve a simple and elegant version of onion



routing. We described how it achieves privacy and scatgbilij14]
in open environments and evaluated its performance. The key
feature of Shalon is the buildup of anonymous communis,
cation on top of the HTTP/SSL protocol suite. Because of
the use of standardized protocols we were able to develop
two performance competitive implementations within a shog g
period of time. Due to the restrictions of the used standandtli
protocol our approach renonces fixed packet sizes as well
multiplexing of different streams through a single circuit

The main objective of Shalon was to provide similar pro-
tection as Tor without the use of proprietary protocols. Bue [18]
its performance Shalon is well suitable for applicationghwi
a high demand for bandwidth.

Because of its simplicity we envision the availability of°]
different independent implementations of Shalon.

a
[17
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