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The Tor Project

o Qur mission is to be the global resource for
technology, advocacy, research and

education in the ongoing pursuit of freedom
of speech, privacy rights online, and
censorship circumvention.
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Solidarity against online harassment

Edit

View
1NmTeaL ANT=Narassiment COmimumTy feminisn outreac!

One of our colleagues has been the target of a sustained campaign of harassment for
the past several months. We have decided to publish this statement to publicly declare
our support for her, for every member of our organization, and for every member of our
community who experiences this harassment. She is not alone and her experience has
catalyzed us to action. This statement 1S a start.

The Tor Project works to create ways to bypass censorship and ensure ancnymity on
the Internet. Our software I1s used by journalsts, human rights defenders, members of
law enforcement, diplomatic officials, and many others. We do high-profile work, and
over the past years, many of us have been the targets of online harassment. The
current incidents come at a time when suspicion, slander, and threats are endemic to
the online world. They create an environment where the malicious feel safe and the
misguided feel justified in striking out online with a thousand blows. Under such attacks,
many people have suffered — especially women who speak up online. Women who
work on Tor are targeted, degraded, minimized and endure serious, frightening threats.

This Is the status guo for a large part of the internet. We will not accept It.

We work on anonymity technology because we believe in empowering people. This
empowerment Is the beginning and a means, not the end of the discussion. Each
person who has power to speak freely on the net also has the power to hurt and harm.
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We have a press alias now

press@torproject.org



No backdoors ever



E) How Tor Works: 2 Tor node
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The Tor Project - https://metrics.torproject.org/
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Deterministic Builds Part Two: Technical
Detalls

Yiew Edit
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This Is the second post in a two-part series on the build secunty improvements in the
Tor Browser Bundle 3.0 release cycle.

The first post described why such security 15 necessary. This post Is meant to describe
the technical detaills with respect to how such builds are produced.

We achieve our build security through a reproducible builld process that enables anyone
to produce byte-for-byte identical binaries to the ones we release. Elsewhere on the
Internet, this process Is varyingly called "deterministic builds®, “reproducible builds”,
“idempotent bullds®, and probably a few other terms, too.

To produce byte-for-byte identical packages, we use Gitian to builld Tor Browser Bundle
3.0 and abowe, but that isn't the only option for achieving reproducible buillds. We will
first describe how we use Gitian, and then go on to enumerate the individual 1ssues that
Gitian solves for us, and that we had to solve ourselves through either wrapper scripts,
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Partnering with Mozilla

Wiew Edit

incing technology, tor improvements

Mozilla anncunced that the Tor Project and the Center for Democracy & Technology wil
be part of their new privacy intiative called Polaris, a collaboration to bring even more
privacy features into Mozilla's products. We are honored to be working alongside
Mozilla as well as the Center for Democracy & Technology to give Firefox users more
options to protect their privacy.

Why Mozilla?

Mozilla I1s an industry leader in developing features to support the user's desire for
increased privacy cnline and shares the Tor Project's mission of helping people protect
their security online. At the core of Mozilla's values Is the belief that individuals' privacy
cannot be treated as optional. We share this belief. Millions of people around the world
rely on the protection of the Tor software and network to safeguard their anonymity. We
appreciate companies like Mozila that see the importance of safeguarding privacy. The
Tor volunteer network has grown to the point that large companies can usefully
contribute without hurting network diversity. The Tor network will get even better with
Mozilla's help, and we hope that their participation will encourage even more
organizations to join us.
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Pluggable transports
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Bridge users by transport
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Tor unit tests and refactoring

The Tor source code has become
much more robust and tested over
the past year
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OONI: Open Observatory
of Network Interference

* It's a set of principles and
test specifications for
conducting network
measurements.

* Measuring network
irregularities that can be a
symptom of internet
censorship and
surveillance since 2012.

* Uses a peer reviewed
methodology, implemented
using free software and
publishing the data.



OONI: Learn more & help us!

* Journalists, Researchers, Activists or just citizens
need this data to be open.

 Historical and data from as many sources as
possible is crucial

* Run ooniprobe today!
curl https://ooni.torproject.org/install.sh | bash
* Or Adopt an ooniprobe!

* Come to our Halll3 today at 18:00 to learn more
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Tor Weekly News — December 24th, 2014

View Edit

Add a New Blog Post
Manage Blog

Admin Comments
Manage Users

Add an Bvent
Manage Events
Manage Forums

!\.'-'l"'.-' tor week i THEAE

Welcome to the fifty-first Issue in 2014 of Tor Weekly News, the weekly newsletter that
covers what's happening in the Tor community.
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Stem 1.3 is out

“After months down in the engine room®, Damian Johnson announced version 1.3 of Upcuming events
stem, the Tor controller brary written in Python. Among the many improvements in this

release, Damian singled out the new set of controller methods for working with hidden = Roger, Jake, many otl
services, as well as the 40% increase In descriptor parsing speed. at 31c3 in Hamburg

Please see the changelog for full details of all the new features. (Now on De

o Roger doing invited ta

Miscellaneous news Eeall World Crypto in
ondon

The team of researchers working on the collection of hidden service stafistics asked (8 days on J

relay operators for help by enabling these statistics on their relays in the coming days

and weeks. They included a step-by-step tutorial for enabling this feature, which has full cale

recently been merged into Tor's main branch.

Building on Andrea Shepard's recently-merged work on global cell scheduling, Nick
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TOR WHAT IS ATOR RELAY? SETTINGUPTOR LIST OF RELAYS TORON CAMPUS LEGA

cHALLEMDE

TOR ON CAMPUS
7 T W T T T

Take the Tor Challenge to Your College or University Campus

Colleges and universities are ideal locations to contribute to The Tor Project by running a

middle or an exit node on campus. As centers of learning, universities are places where the

exploration and investigation of new and often controversial topics is encouraged, where

20



Directly connecting users from Turkey

The Tor Project - https://metrics.torproject.org/




Directly connecting users from lraq

I

e

The Tor Project - https://metrics.torproject.org/




»

Tor security advisory: "relay early" traffic
confirmation attack

View Edit

arma Entry Jquanris Mdgen senices researcn SECUnty advisory

This advisory was posted on the tor-announce maiing list.

SUMMARY:

On July 4 2014 we found a group of relays that we assume were trying to deanonymize
users. They appear to have been targeting people who operate or access Tor hidden
services. The attack invohled modifying Tor protocol headers to do traffic confirmation
attacks.

The attacking relays joined the network on January 30 2014, and we removed them
from the network on July 4. While we don't know when they started doing the attack,
users who operated or accessed hidden services from early February through July 4
should assume they were affected.

Unfortunately, it's still unclear what "affected” includes. We know the attack looked for
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Information Warfare: Russia Pays A
Reward For A Tor Killer

Mext Article = MURPHY'S LAW: When Is A War A War

August 28, 2014: In July Bussia offered a prize ot
$111,000 for whoever could deliver, by August 20th,
software that would allow Russian security services to
identify who was using Tor (The Onion Router), a
system that enables users to access the Internet
anonymously. On August 22nd Russia announced that
an unnamed Russian contractor, with a top security
clearance, had received the $111,000. No other details
were provided.

Similar to anonymizer software, Tor was even more
untraceable. Unlike anonymizer software, Tor relies on
thousands of people running the Tor software, and
acting as nodes for email (and attachments) to be sent
through so many Tor nodes that it was believed
virtually impossible to track down the identity of the
sender. Tor was developed as part of an American
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Posted by Artturi @ ]

One of this summer's most followed ransomware families 15 CryptoWall. Over time CryptoWall has seen minor updates and cl
its core functionality has stayed pretty much the same. Once a machine has been infected, CryptoWall will attempt to &
contents of the victims hard drive and then demand a ransom payment inexchange for the decryption key required to get th
back.

The only major break from this was a few months ago when that were using
Tor-component to communicate with their command & control servers. This Tor component was downloaded as an encrypted
from compromised websites. It was then decrypted and used to set up a connection to the Tor network through which the |
could be reached. Interestingly, we only observed a few of these "Torified" versions of CryptoWall. The majority of the sampls
seen have stuck to the onginal C&C communication method.

That may now have changed. Just yesterday, the first samples of ransomware calling itself "CryptoWall 2.0"

/= Cryptowall 2.0 - Windows Internet Explorer | =|0] =|

|f.- Crillsars\lehbart DeskbophDECRYPT _INSTRUCTION. HTH| j | X | B2

Favirites 2 B y
@ Cryptowal 2.0 | | i v Bl - O mm - Page~ Safety v Took + ighv
L

What happened to your files?




81% of Tor Users Can be De-Anonymised by Ar
Information, Research Indicates

By The Stack
Movember 17, 2014
Comments

VIEWAS: [El SHARe: = ¥ 4@

Research undertaken between 2008 and 2014 suggests
that more than 81% of Tor clients can be
el = Yor Metwerk ‘de-anonymised’ - their originating IP addresses
revealed - by exploiting the ‘Netflow’ technology that

Irjinted
[CYSES AN G . g . Ll
e | Mietan the st it Y Cisco has built into its router protocols, and similar
i Y Pl 3 4 g
- _ it traffic analysis software running by default in the
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o e hardware of other manufacturers.
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NSA targets the privacy-conscious

von J. Appelbaum, A Gibson, ) Goetz, V. Kabisch, L. Kampf, L. Ryge

One of NSA's German targets is 212.212.245.170. The string of numbers is
an IP address assigned to Sebastian Hahn, a computer science student at
the University of Erlangen. Hahn operates the server out of a grey high-se-
curity building a few kilometers from where he lives. Hahn, 28 years old
and sporting a red beard, volunteers for the Tor Project in his free time. He
is especially trusted by the Tor community, as his server is not just a node,
itis a so-called Directory Authority. There are nine of these worldwide, and
they are central to the Tor Network, as they contain an index of all Tor
nodes. A user's traffic is automatically directed to one of the directory aut-
horities to download the newest list of Tor relays generated each hour.

Hahn's predecessor named the
server Gabelmoo, or Fork Man,
the nickname of a local statue of
Poseidon. After a look at the

MNSA source code, Hahn quickly

Nachster Sendetermin

Doy 08.01. 2015 | 21:45

WEITERE INFORMATIONEN

03.07.14 | 1715 Uhr
Quellcode entschliisselt: Be

Deutsche, die sich mit Versch
lung im Internet beschaftige
rezielt vom US-Geheimdi
espaht. | mehr
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Pervasive surveillance

* Design changes to improve robustness
e Internet is more centralized than we'd like

* New insight: surveillance (DPI) and
censorship (DPI) more related than we
realized

28
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gonna start silk road 3.0. tor is too hard so
I'm just gonna host it at my home ip address
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Please teach
your family

and friends

about the

value(s) of Tor
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Make A Donation

Your support is critical to our success. The Tor Project is a US 501(c)(3) non-profit dedicated to research,
development, and education about online anonymity and privacy. Donations to The Tor Project may be tax deductible to
persons who are in the US; or who pay taxes in countries with reciprocity with the US on charitable donations. Our tax
ID number is 20-8096820. We are listed on GuideStar.

We're happy to have you shop and indirectly support us via Amazon Smile. A portion of your purchase is donated to
help keep us working.

We're happy to accept direct donations via:

Paypal | Amazon Payments Dwolla Bitcoins | checks, money orders, or bank transfers

Contact us at donations@torproject.org for more donation details.

Donate via PayPal
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