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The Tor Project is a 501(c)(3) non-profit based in the United States. The official address of the organization is:

The Tor Project
969 Main Street, Suite 206
Walpole, MA 02081-2972 USA

The organization consists of many volunteers and a few employees. Please don't contact us individually about Tor topics
— if you have a problem or question, please look through the contact page for appropriate addresses.

Core Tor People

Alexandre Allaire, Developer

Helps develop Flash Proxy.

Jacob Appelbaum, Advocate, Security Researcher, and Developer

Our main advocate. Speaks at conferences and gives trainings all over the world to get people excited about Tor, explain
how Tor is used in real world situations, and generally explain why anonymity online matters to you. Original developer of
ttdnsd, Tor check, Tor DNSEL, and Tor weather site.

Erinn Clark, Packaging and Build Automation

Erinn is tackling the growing needs for easy to install and configure packages on a variety of operating systems. Also
waorking on automating the build system and producing nightly builds for all operating systems we support. Erinn is also
doing some advocacy by talking to audiences at FSCONS, CodeBits.eu, and various European universites.

Roger Dingledine, Project Leader, Director, Researcher

Original developer of Tor along with Nick Mathewson and Paul Syverson. Leading researcher in the anonymous
communications field. Frequent speaker at conferences to advocate Tor and explain what Tor is and can do. Helps




Anonymity serves different
interests for different user groups.

Human rights

“It's traffic-analysis activists

resistance!”

Governments

“It's privacy!”

|

<«—— Anonymity —»|  Businesses

!

Private citizens

“It's reachability!”

“It's network security!”
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The Tor Project - https://metrics.torproject.org/




Directly connecting users from the Netherlands

The Tor Project - https://metrics.torproject.org/




lylols a_auni

.0 asllall Sgp oSl jlo i Giga |=.j plio s adgalllin,ljEc

Clalinio daasp dderolly leslpall Slowg ool G S , S0
bE algday wel 0 530 gRgall waaa M aiy degell W

B gy Ligiaadl Slis® C=5 pias ggian 7"
3 i - -ﬂww

L) o
CAtiLe TR e b ALl oy TN S
o reha ] By e ol o 0 Adig 2y

i 5l ] ARDS s Y Bl ey ot a ] b 1S

Surf Safely!

This website is not accesaiblein the UAE.

Silalnio do3dg
alladdill alghay
-- Y] " "a-
Tha nLemet i & pove Pl e diam oo comewnionlos, sharfag and serving U F-ViT P Vi
par daTly Searmin g nised £, o v, the die you aneirylag in acoespgomalns
wmnitmat that b prohibited undes e Tniznat Aoma Manags
iy Polley’ of the Felecsmmunbeatinad Regulatory Autheeity of the Unsed
ArabEmiraies

M oot Bl evvn Lhae s bisbie ol ana 1ryleg by kereds o not conlain any such

Surf Safe

This website is

cenimat, ploas clkh hara.

The Internet is a p
serving our daily Le
access contains cor

http://torproject.org/

il pilall e ¢

24 unblock kw@kw.zain

te Blocke... *

http://torproject R

.alio ¢

YV pgpall ol sRce cus 130 alial ajlaiaeVl Al g dule albleddl aelpd B ogled Slgise pde wilps] o migall s s pd
_ i L’i-.w-l - u—n JI IM

Site Blocked be i gl

This site has been blocked dus to conlent that is contrary Lo the laws of the Sultanate. If you belleva that the websile you are bying to :

dilas | g0 curled . . !
access doas nol contain any such content, please fill in and submit tha form balow

eb zite has been blocked for vi
ions and laws of Kingdom of B

click ay il slaall,
wwwi.internet.go

lieve the requested page should baall Lo WebSite* it an

be blocked please click here. R ——

Comments®



e -

c = Blocked URL

This site Is blocked l

Sorry, the requested page is 1 : ;s
unavailable. L ha gk wgllall a8

it ihlsan A3¥ Ll 4y ik gdgll 1ia J] Jgacell
W Lrﬂhﬂihﬂh—“ﬂfu-jﬁﬂ—bﬁimlmi
R s, N Basll dupall Sl La¥l Abgs o 2381 ] SLALT310%

r more information mw_ln!lnrﬂ pervice in Saudi Arabla, s e :-’hjlf K A:‘:ESE m th!s Site 15 m mntt? hlm:ad TIIIE Sjte fﬂ IIS
pleasa click here: wenw,internet.goy,sa v intmrnet ey el under the uf the UﬁE 13

Internet Access Management Policy.
dll KT WATA... & Lo 4:Y) @ © 87 %

Blocked by Mada Com...

" Tweet

Doyl apsa s s aiks G il el g
o Mada Communicat
made Haca Commincalons  p oess to this website is prohibited

wigall lim i J) (esa)l gio af 28]
This site has been blocked

Comaments

Sl ahgall A ph il Bylac M) o
cilyyime o ailyind Ty 4l ._lghu 11
-h-.:,b;l.- &
Thr W -h po '|i" r""II o 11".-1n-|_'_| 1o

o -l b L Ea of (3
mlﬂ I.J;?Jﬂl."'d'."l ij'-" =
il H o fnal s 5 on omor Shan plooss




Directly connecting users from Egypt
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The Tor Project - https://metrics.torproject.org/




Directly connecting users from Iran

The Tor Project - https://metrics.torproject.org/




Directly connecting users from the Syrian Arab Republic

The Tor Project - https://metrics.torproject.org/




Directly connecting users from China

The Tor Project - https://metrics.torproject.org/




Directly connecting users from Kazakhstan

The Tor Project - https://metrics.torproject.org/
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Orbot (Tor for Android)

& Connected to the Tor network

Upload
4.5kbps / 18.4KB
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Tails (Tor LiveCD)

r—‘ Applications Places e L |i_j'-'|.L|]- Sun Jan 1, 12:42 PM w

‘“« &

Tails
- The Amnesic Incognito Live System

Tails documentation

Beport a Eug

_T



Tor pluggable transports

— [ obfsproxy client | CENSOR |
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Next steps

e Technical solutions won't solve the whole
censorship problem. After all, firewalls are
socially very successful in these countries.

* But a strong technical solution is still a
critical puzzle piece.

* You should run a relay! Non-exit relays
are easy and safe to set up.
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